
BOA Eiendomsmegling Oslo Vest AS 
v/Afrim Deari 
Smalvollveien 44, 0667 OSLO 
E-post: afrim@boaeiendom.no 
 
  
 
Deres ref.: ullevålsveien 82 a (1-26-0062) . Vår ref.: 5402-1-02                       Dato: 12.05.2026 
 

Megleropplysninger 

 
Boligselskap: ULLEVÅLSVEIEN 82 AS 
Organisasjonsnr: 933772845 
Aksjonær:  Butenschøn, Nikolai Guss 
Medaksjonær:           
Leilighetsnummer:  02 
Aksjeboenhetsnumer: 00002 
Adresse:  Ullevålsveien 82 A, 0454 OSLO 
Aksjenummer:  25-48 
Gnr.            220 
Bnr.            88  

Opplysninger om boligselskapet: 

• Forkjøpsrett: Nei 

• Styregodkjenning: Ja 

• Forsikret hos:  Gjensidige Forsikring Asa - polisenummer 54056303. 

• Mulighet for individuell nedbetaling på hele eller deler av fellesgjeld (IN-lån): Ja 
 Selskapet har avtale om IN ordning. Ønsker kjøper å nedbetale hele eller deler av sin andel fellesgjeld, så bes 
denne ta kontakt med selskapets rådgiver for informasjon. For selskap med IN–ordning gjør vi oppmerksom på at 
kapitalkostnader (renter/avdrag) vil være spesifisert på fakturaen for felleskostnader Kapitalkostnader endres ved 
renteendring og endringen kommer da som tillegg evt fratrekk på fakturaen påfølgende måneder. Ved salg vil 
eventuelle krav som skyldes regulering av kapitalkostnader for tidligere periode, følge selger. Det kan derfor påløpe 
restanse/krav for selger, selv om felleskostnadene betales ut overtagelsesmåneden. 

• Sikringsordning: Borettslaget har en avtale med OBOS Factoring om garantert betaling av felleskostnader. OBOS 
Factoring garanterer for overførsel til borettslaget hver måned og overtar deretter alt ansvar og risiko for eventuell 
manglende innbetaling av felleskostnader. Avtale om sikring av felleskostnader varer til den blir sagt opp av en av 
partene. Oppsigelsestiden er seks - 6 - måneder regnet fra oppsigelsesdato. 

• Spesielt ved salg av eiendom uten tinglysning: Kjøper må selv sende en kopi av salgskontrakten til Skatteetaten slik 
at Skatteetaten kan registrere overdragelsen. Kopien kan sendes inn via skatteetaten.no/epost. Se ytterligere 
informasjon på hjemmesiden til Skatteetaten.  

• Selskapets vedtekter kan inneholde bestemmelser om styregodkjennelse ved overdragelse og/eller bruksoverlating, 
samt eventuelt andre bestemmelser/begrensninger av betydning. Se også selskapets husordensregler for 
eventuelle bestemmelser om husdyrhold og lignende. 

• Månedlige felleskostnader som ikke er spesifiserte, dekker boligselskapets driftskostnader. For ytterligere 
spesifikasjon, vennligst se regnskapet i årsrapporten. 

• Påkostninger/utbedringer i boligselskapet: Se årsrapporten.   

• Vi gjør oppmerksom på at innkallingen kan gjelde for et møte som ikke er avholdt. Protokoll må eventuelt 
etterbestilles. Vi tar forbehold om at regnskapet blir godkjent av årsmøte. 
 

 
Gateparkering.   Kjøpers e-post adresse og telefonnummer må alltid oppgis til forretningsfører samtidig med melding om 
salg.   Styregodkjennelse 20 dager ihht til vedtekter. Boligselskapet har inngått avtale om individuell nedbetaling av 
fellesgjeld.  Vi gjør oppmerksom på at regulering av renten for IN-lån gjøres etterskuddsvis hvert kvartal.  For selger kan 
dette medføre at det kan oppstå en restanse - selv om felleskostnadene betales ut overtagelsesmåneden. Det er derfor 
viktig at megler kontakter oss før oppgjør finner sted for å få opplyst om det er påløpt noen slik restanse i dette tilfellet. 
Videre bør selger gjøres oppmerksom på at en eventuell restanse kan bli etterfakturert. De av andelseierne som skal 
betale eiendomsskatt til Oslo Kommune, vil bli innkrevd dette av borettslaget. Dette kommer i tillegg til ordinære 
felleskostnader. Eiendomsskatten kreves inn fire ganger årlig, og følger terminene til kommunale avgifter (mars, mai, 
august og oktober). 

 

Selskapets totale lån og vilkår:  

 
Bank:                     OBOS-banken AS 
Lånenr.:                  98207361992 

http://www.skatteetaten.no/no/Om-skatteetaten/Kontakt-oss/E-post/


Lånetype:               Annuitetslån 
Rentesats:               6,25% 
Restsaldo:         1 184 578,00 
Innfrielsesdato:        30.03.2034 
Type Rente:   Flytende rente 
Terminer i året   12 
IN-avtale:    Nei 
 
Bank:                     OBOS-banken AS 
Lånenr.:                  98207363790 
Lånetype:               Annuitetslån 
Rentesats:               6,25% 
Restsaldo:         2 896 599,00 
Innfrielsesdato:        30.04.2043 
Type Rente:   Flytende rente 
Terminer i året   12 
IN-avtale:    Ja 
 
Bank:                     OBOS-banken AS 
Lånenr.:                  98207371793 
Lånetype:               Annuitetslån 
Rentesats:               6,25% 
Restsaldo:         636 248,00 
Innfrielsesdato:        30.03.2043 
Type Rente:   Flytende rente 
Terminer i året   12 
IN-avtale:    Ja 
 
Vi gjør oppmerksom på at vi kan ha mottatt varsel om renteendring eller nye lån som ikke er iverksatt pr dags dato.  

Økonomiske opplysninger om leiligheten:  

 
Fellesutgifter pr mnd:   
 
Totale felleskostnader pr. Månedlig intervall: 11 542,52,- 
Herav: 
  Pr. dags dato Evt. fremtidig endring: 
Lån nr: 9820737179; IN lån 2 - Akonto renter 

 
238,23  

Lån nr: 9820737179; IN lån 2 - Akonto avdrag 
 

124,35  
Lån nr: 9820736379; IN lån 1 - Akonto renter 

 
841,95  

Lån nr: 9820736379; IN lån 1 - Akonto avdrag 
 

439,49  
Eiendomsskatt 

  
1 718,50 fra 01.11.2026  

Eiendomsskatt 
  

1 718,50 fra 01.09.2026  
Eiendomsskatt 

  
1 718,50 fra 01.06.2026  

Felleskostnader 
 

7 770,00  
Eiendomsskatt 

 
1 718,50  

Kabel-tv 
 

410,00     
 

 
Ved oppgjør bes megler ta kontakt med OBOS Innbetalingsservice per tlf. 22 86 56 25 eller e-post 
restanseforesporsel@obos.no for å få oppgitt eventuelle utestående felleskostnader/andre heftelser iht. boligselskapets 
legalpant. Selger er ansvarlig for felleskostnadene i overtakelsesmåneden, med mindre overtakelsen skjer den 1. i 
måneden. Vi forutsetter at kjøper og selger gjør opp seg imellom for oppgjørsmåneden. 
 
Ligningsposter pr. 31.12.2025 (med forbehold om endringer): 
Ligningsverdi fås på ligningskontoret 
 
Innberetningspliktige inntekter: 1 500,- 
Fradragsberettigede kostnader: 17 658,- 
Annen formue:   6 089,- 
Gjeld:    260 602,-   
 
Fellesgjeld, kapitalkostnader og eventuell avdragsfrihet:  
 
Bank:                        OBOS-banken AS 
Lånenummer:      98207361992 
Restsaldo:      49 354,88 
Kapitalkostnader:      662,09 
IN-avtale:       Nei 

mailto:restanseforesporsel@obos.no


 
Bank:                        OBOS-banken AS 
Lånenummer:      98207363790 
Restsaldo:      160 755,90 
Kapitalkostnader:      1 255,66 
IN-avtale:       Ja 
 
Bank:                        OBOS-banken AS 
Lånenummer:      98207371793 
Restsaldo:      45 484,84 
Kapitalkostnader:      358,04 
IN-avtale:       Ja 
 
Sum andel fellesgjeld (kun lån) kr 255 595,62,-, pr. dags dato. 

Kapitalkostnader:  
All låneinformasjon over er beregnet ut fra dagens kjente lånebetingelser. De månedlige kapitalkostnadene (renter og 
avdrag) viser hvor mye det koster å betjene lån for eieren av denne leiligheten. Eventuelt avvik mellom kapitalkostnader 
og lånekostnader under punktet ”Økonomiske opplysninger om leiligheten”, kan skyldes renteendringer, periodisering 
eller andre årsaker. 

Enkelte lån kan ha avvikende antall terminer for nedbetaling enn 12 terminer i året. Henviser derfor til avsnittet for 
selskapets totale lån for å se antall terminer pr år pr lån.  
I tilfelle avvik fra 12 terminer må kapitalkostnader oppgitt deles på korrekt antall måneder. 
Hvis antall terminer på lånet er 2 så kan "Kapitalkostnader" på lånet deles på 6. 
Hvis antall terminer på lånet er 4 så kan "Kapitalkostnader" på lånet deles på 3. 

Avdragsfrihet og estimert endring i felleskostnader: 
Ved avdragsfrihet vil det fremkomme informasjon om dette under "selskapets totale lån og vilkår". Vær oppmerksom på 
at selskapet vanligvis begynner å kreve inn et høyere beløp 1 til 6 måneder før den avdragsfrie perioden avsluttes, slik 
at man har midler til å betale avdraget ved forfall. Estimert endring i felleskostnader pr. md. etter avdragsfri periode 
forutsetter at avdrag og rentebetingelser pr. dato beholdes uendret. Se egen note i regnskapet for ytterligere 
informasjon og forutsetninger. 

Kontaktinformasjon: 
Ved ytterligere spørsmål angående fellesgjeld, bes megler vennligst ta kontakt med rådgiver Margrethe Christiane 
Køhler Eggan  pr. e-post: margrethe.eggan@obos.no eller telefon: 22 86 58 56.  
 
Verdidokument/dokumentlokasjon/pantheftelser: 
 
All nødvendig informasjon fremkommer av pantattest, som må bestilles som eget produkt i Ambita.  
Oppgjørsbrev med transportfullmakt, og dokumentasjon på notering og sletting av pant må sendes elektronisk 
til eierskifte@obos.no. 
 
Vi gjør oppmerksom på at dersom boligselskapet har verdidokumenter, må disse foreligge hos forretningsfører før 
transport til ny eier kan finne sted. Regler for håndpantsettelse av verdidokumenter gjelder. Pantsettelse for kjøpers 
eventuelle finansiering kan heller ikke finne sted før dokumentet foreligger hos forretningsfører.  
 

Annen informasjon: 

Opplysninger gitt i dette brev er basert på de opplysninger forretningsfører har på tidspunktet for avgivelsen. Selger og 
megler må kontrollere de tall som framgår av dette brev mot den informasjon han selv sitter inne med, særlig tidligere 
ligningsoppgaver. Dersom det oppdages avvik mellom oppgitte beløp i dette brevet og det som fremgår av andre 
dokumenter selger har, så må dette meldes skriftlig inn til forretningsfører i god tid før salget. Det må henvises til hvilke 
dokumenter det er avvik mellom. Forretningsfører aksepterer intet erstatningsansvar for feil i de gitte opplysninger med 
mindre det er utvist grov uaktsomhet. 
 
Melding fra megler ved salg: 
Søknad om godkjenning av ny aksjonær sendes til styret v/Paula Kjerstadius, e-post: ullevalsvn82@styrerommet.no. 
Kjøper har ikke rett til å ta boligen i bruk før søknaden er godkjent. Overtakelsen bes derfor lagt til etter at 
styregodkjenning foreligger. Dersom det ikke er angitt frist i vedtektene, kan godkjenning av ny aksjonær ta inntil 2 
måneder. Dette i henhold til aksjeloven. 
  
Melding om salg sendes OBOS Eiendomsforvaltning AS pr. e-post: eierskifte@obos.no . Meldingen må inneholde 
kjøpers navn, fødsels- og personnummer og overtakelsesdato. Vi ber også om å få oppgitt kjøpers e-postadresse, 
mobilnummer samt selgers nye adresse. Er det flere kjøpere må vi få tilsvarende informasjon pr. kjøper.  
 

mailto:eierskifte@obos.no
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Alle meglerkontorer som har aktivert tjenesten Ambita Samhandling Forretningsfører, er pålagt å bruke den digitale 
løsningen fremfor å sende eierskiftemelding på e-post. Dette innebærer at alle henvendelser og forespørsler som 
gjelder salgsmeldinger eller forhåndsutlysninger, må sendes via den digitale løsningen. 
 
Vi gjør oppmerksom på at all informasjon som sendes per e-post bør krypteres og sendes på en sikker måte. 
 
Elektronisk kommunikasjon: 
Styret/OBOS Eiendomsforvaltning vil kommunisere med eierne elektronisk (pt via Vibbo, e-post, SMS) med mindre 
eieren har reservert seg mot dette. Reservasjon skjer på Vibbo, der det under «min profil» vil være en knapp for 
reservasjon. Har du flere eieforhold og ønsker du å reservere deg, må du gjøre dette pr eieforhold. 
 
Alternativt kan boligeier sende krav om reservasjon til reservasjon.oef@obos.no  

Priser og gebyrer p.t.:  

Eierskifte-/transportgebyr   kr 10 500,-  
Pantenoterings–/urådighetsgebyr      kr 4 150,-  
 
Faktura ettersendes når eierskiftet er registrert. Vennligst vent med betaling til denne er mottatt, da KID nummer må 
oppgis ved betaling. Vi gjør oppmerksom på at det kan påløpe ytterligere kostnader i forbindelse med eventuell 
overføring av garasje, parkering eller lignende forhold. 
 
Vi ser fram til et hyggelig samarbeid. 
 
Vennlig hilsen OBOS Eiendomsforvaltning AS 
 

  

mailto:reservasjon.oef@obos.no


 

Eierskiftetjenester 2026 
 

Tjenester Pris inkludert mva. 

Megleropplysninger i Ambita Infoland:  

Meglerpakke 1 med energimerke  4 950 kr 

Meglerpakke 1  4 375 kr 

Meglerpakke 2  3 125 kr 

Hastegebyr (tillegg til ordinært gebyr) 1 250 kr 

  

Enkeltprodukter i Ambita Infoland:  

Pantattest Boligaksjeselskap 410 kr 

Årsmelding/protokoll/vedtekter/husordensregler 550 kr 

  
 

Eierskifter: 
 

Borettslag / Sameier 6 725 kr 

Boligaksjeselskap m/transportgebyr 10 500 kr 

Påfør/fjern medeier og overføring til slektning i BRL/sameier/boligAS 5 044 kr 

Forkjøpsrettsgebyr der OBOS avklarer 8 406 kr 

Forkjøpsrettsgebyr der styret avklarer 6 725 kr 

  

Administrasjon:  

Parkeringsplass, uten dokumenter 850 kr 

Parkeringsplass, inkl. dokumentbehandling 1 700kr 

  

Notering:  

Noteringsgebyr Boligaksjeselskap 4 150 kr 

  
 

Andre tjenester: 
 

Mortifikasjon (i tillegg til 0,8 R til byfogden) 
(Rettsgebyret er kr 1 345, og 0,8 R = kr 1 076) 

6 250 kr + 1 076 kr 

 



Husordensregler for Ullevålsveien 82 AS
Vedtatt på generalforsamling 21.05. 2008

Endret på ordinær generalforsamling 25.05. 2011
Endret på ordinær generalforsamling 15.05.2013

1. Fellesarealer, kjeller og loft.
Det er ikke tillatt å oppbevare gjenstander utenfor egne boder. Det er heller ikke tillatt å
hensette søppel i fellesarealet. Dette både av hensyn til daglig bruk av fellesarealene, men
også fordi det må være god passasje i disse områdene ved brann. Fellesarealet på loftet kan
benyttes til tørking av tøy.

2. Låsing av dører til fellesarealer.
For å begrense tyveri er det viktig til en hver tid å holde alle dører til fellesarealer låst.

3. Søppel.
Husholdningsavfall og papir/ papp skal kastes i dertil egnede containere i skuret i
gårdsrommet. Søppel skal ikke hensettes på gulvet i skuret.

Gårdens forretninger er pålagt daglig å fjerne alt avfall på fortau og gateløp som skyldes
forretningsdriften.

4. Oppganger og baktrapper.
Det skal ikke stå sykler inne i oppgangene. De skal settes i sykkelstativet i gårdsrommet eller i
sykkelrom i kjelleren.

5. Lys i fellesarealer
Alle lamper skal slukkes når man forlater fellesarealene på kjeller og loft.

6. Sentraloppvarmingen.
Fyringssesongen er medio september til og med april, ellers ved behov. Det er viktig at
vanntrykket er konstant året rundt ellers ødelegges ledningsnettet. Beboerne er selv ansvarlig
for å lufte radiatorene. Skifting av gamle lufteskruer og montering av termostater på
radiatorene anbefales. Utbedringer bør skje utenfor fyringssesongen.

7. Ledninger og armaturer
Armatur må holdes i forsvarlig stand.

8. Brannslukningsapparater og røykvarslere.
Aksjeeier er ansvarlig for at det finnes røykvarslere og brannslukningsapparat inne i
leilighetene og næringslokale og at disse er i funksjonell stand.

9. Parkering av biler.
Biler skal ikke parkere i gårdsrommet unntatt ved inn- og utlasting.

10. Dyrehold i gården.
Normalt husdyrhold er tillatt.

11. Vaskeri og trimrom
Det er brukerne av vaskeriet og trimrommet som sammen må holde orden i disse arealene.
Feil ved maskiner og trimapparater meldes til styret.



12. Grilling
Det skal ikke grilles med grillkull på balkonger og terrasser foran leilighetene i gården.

13. Støy
Det skal være ro i gården mellom 23:00 og 07:00. Avvik fra dette kan skje ved spesielle
anledninger, men naboene må i disse tilfellene varsles.

14. Lengre fravær fra boenheten
Ved lengre fravær fra boenheten (over 3 måneder) skal beboer gi styret en kontaktperson for
tilgang til boenheten ved nødsfall og vedlikeholdsbehov (ref vedtektenes § 4-2-4)
Aksjeeier er ansvarlig for at leilighet/næringslokale holdes temperert slik at vannledninger
ikke fryser.

15. Sokkeletasjen
Utskiftning av dører, vinduer og markiser i sokkeletasjen må først godkjennes av styret før noe kan
settes i bestilling. Ingen av beboerne eller de som driver forretninger i gården, har anledning til å gjøre
endringer på selve fasaden. Dette innebærer opphenging av skilt / reklame eller festing av andre
gjenstander til fasaden i sokkeletasjen. Farge og utforming på markiser og skilt må følge gårdens egne
retningslinjer. Gården har montert egne skiltkasser over hver forretning. Ved skifte av eier byttes bare
selve skiltet i samråd med styret. Her skal det være enhetlig fargebruk og samme bokstavfont.

Alle forretningsdrivende som har behov for bruk av ekstra areal utenfor gården i buen må søke
kommunen om tillatelse. Kopi av tillatelsen må sendes til styret. Det er ikke tillat å sette fra seg søppel
foran gården. Dette må fjernes umiddelbart. Plassen utenfor gården må brukes i tråd plikten til
universell utforming i tråd med diskriminerings- og tilgjengelighetsloven. Det innebærer lik
tilgjengelighet for alle i hele fellesarealet. Utemøbler og skilt må ikke stenge for allmenn
tilgjengelighet. I praksis vil det si at folk i rullestol, i gåstol, på krykker eller de som har barnevogner,
ikke må hindres fra å bruke eller lett kunne passere gjennom området. Det vil ikke være nok å henvise
til at man har leid arealet av kommunen. Fører bruken av leid areal til økt ulempe for beboere og
besøkende, vil styret bestrid retten til anvendelsen i dialog med kommunen.

16. Oppussing, ombygning og vedlikeholdsarbeider.
Alle aksjeeiere (beboere og næringsdrivende) oppfordres til å vise hensyn ved oppussing,
ombygning etc, følgende instruks er gjeldende:

Instruks for oppussingsarbeider

Generelt
Dersom arbeidets art medfører at bestemmelser i Plan- og bygningsloven kommer til
anvendelse, så som våtroms- rehabilitering, fasadeendring el. skal skriftlig søknad sendes
styret sammen med nødvendig offentlig godkjenning innen noe arbeid iverksettes.

Ved andre større oppussingsarbeider (ombygning og eller vedlikehold) skal styret orienteres
om omfanget av arbeidet, før dette arbeidet iverksettes. ”Støyende” arbeider bør utføres på
hverdager mellom kl. 07:00 og 17:00

Bærende innervegger
Inngrep i bærende konstruksjoner er omfattet av søknadsplikt i hht Plan- og bygningsloven.
Den enkelte aksjeeier er ansvarlig for å innhente nødvendige offentlige tillatelser, samt at
prosjekterte løsninger underlegges den kontrollen som lovverket til en hver tid definerer som
minimum.



Vann, varme og sanitær (VVS)
All avstengning av forbruksvann skal varsles og godkjennes av vaktmester. Avstengning skal
legges til tidspunkt hvor det volder minst bry, og øvrige beboere skal varsles minst 24 timer
før avstengning kan skje.

I forbindelse med skifte av radiator skal all stenging, nedtapping og demontering avklares og
godkjennes av vaktmester, skifte av radiator skal utføres av autorisert/godkjent fagfolk.
Ukontrollerte nedtappinger av fyrkjelen har stort skadepotensial.
Den enkelte aksjeeier står ansvarlig for eventuelle skade som oppstår på fyrkjele og/eller
tilhørende fordelingsnett i forbindelse med demontering og/eller endringer i radiatorsystemet.

Fasadeendring
Aksjeeier kan ikke, uten skriftlig samtykke fra styret, montere følgende: markiser,
solskjermer, blomsterkasser, antenner eller andre innretninger utenfor vinduer eller på/utenfor
balkong / vegg. Aksjeeier plikter, i så tilfelle, for egen regning å fjerne eller bytte slike
innretninger etter pålegg fra styret.
Bytte av leilighetens ytterdør og vinduer skal på forhånd godkjennes av styret.

Avfallshåndtering
Det skal foreligge en plan for avfallshåndtering i byggeperioden før arbeidene igangsettes.
Planen skal skisseres i søknaden til styret. Det tillates kun midlertidig lagring i gårdens
bakgård, dersom bakgården benyttes skal avfall oppbevares i egent utstyr, dvs tilhenger eller
tilsvarende.

Rengjøring
Fellesareal er underlagt periodisk renhold. Den enkelte aksjeeier er ansvarlig for at
fellesarealer holdes rene og ryddige også i byggeperioden. Styret forbeholder seg retten til å
fakturere aksjeeier selvkost for renholdstjenerester dersom dette ikke følges opp.

Oslo 04.04. 2011
Styret i Ullevålsveien 82 AS



Protokoll til ekstraordinært årsmøte 2026 for AS ULLEVÅLSVEIEN 82

Organisasjonsnummer: 933772845
Møtet ble avholdt 12. mars kl. 18:00, Baker Hansen Adamstuen.

Antall stemmeberettigede som deltok: 17
Antall stemmeberettigede som deltok med fullmakt: 3

Følgende saker ble behandlet på årsmøtet:

1. Valg av møteleder

Møtelederen sørger for at møtet blir avviklet etter lovens regler og er ansvarlig for at det føres protokoll. Hvis 
ikke årsmøtet velger en møteleder eller den foreslåtte møtelederen ikke blir valgt, er det styrets leder som etter 
loven er møteleder.

Forslag til vedtak:
Representant fra OBOS, Minda Grodås  Christiansen er valgt.

Vedtatt. 

2. Godkjenning av de stemmeberettigede

Deltakere i møtet er registrert i en frammøteliste etter innleverte registreringsblanketter og fullmakter, og listen 
legges til grunn for opptelling av de stemmeberettigede. 16 aksjonærer tilstede, herav 3 ved fullmakt.

Forslag til vedtak:
Det ble foreslått å anse de innleverte registreringsblankettene og eventuelt fullmakter som bevis for at 
vedkommende eier er til stede.

Vedtatt. 

3. Valg av protokollfører og protokollvitner

Minda Grodås Christiansen foreslås som protokollfører og Tor Ivar Grina og Jan Wold foreslås som 
protokollvitner.

Forslag til vedtak:
Tor Ivar Grina og Jan Wold er valgt.

Vedtatt. 

4. Godkjenning av møteinnkallingen

Det ble foreslått å godkjenne den måten årsmøtet er innkalt på.

Forslag til vedtak:
Møteinnkallingen godkjennes

Vedtatt. 

 



5. Valg av ny revisor 

Ullevålsveien 82 AS har i dag PricewaterhouseCoopers AS (PwC) som revisor. PwC har besluttet å avvikle sine 
revisjonstjenester rettet mot boligselskaper i Norge, og vil derfor ikke lenger kunne påta seg revisjonsoppdrag 
for selskapets regnskap.

Som følge av dette er selskapet forpliktet til å velge ny revisor. Styret har, i samarbeid med forretningsfører 
OBOS, vurdert aktuelle alternativer blant etablerte revisjonsselskaper.

Styret legger på derfor frem følgende to alternativer til valg av revisor for Ullevålsveien 82 AS:

Tell AS

Tell AS er et norsk revisjons� og rådgivningsselskap etablert i 2025, etter at PwC i Norge skilte ut deler av 
sin revisjons� og rådgivningsvirksomhet rettet mot lokale og mellomstore kunder. Denne virksomheten ble 
videreført i Tell AS, som i dag opererer som et selvstendig selskap.

Basert på selskapets prisliste for 2025 er honoraret anslått til om lag kr 8/600. Det må påregnes at honoraret 
for 2026 vil bli justert i tråd med ordinær prisregulering.

BDO AS

BDO AS er et av Norges største revisjons� og rådgivningsselskaper, og et veletablert revisjonsselskap med lang 
erfaring og bred kompetanse innen revisjon av blant annet aksjeselskaper og boligselskaper. Selskapet har et 
langt og godt samarbeid med OBOS.

Basert på selskapets prisliste for 2025 er honoraret i etableringsåret anslått til om lag kr 10/500, inkludert 
et etableringsgebyr på kr 2/000. Det må påregnes at honoraret for 2026 vil bli justert i tråd med ordinær 
prisregulering.

Følgende forslag var til avstemning:

Forslag til vedtak 1:
Ullevålsveien 82 AS velger Tell AS som ny revisor. 

Forslaget ble vedtatt

Forslag til vedtak 2:
Ullevålsveien 82 AS velger BDO AS som ny revisor. 

Ikke vedtatt. 

6. Oppdeling av lnr. 2 og opprettelse av ny bolig

Bakgrunn
Eier av andel 2, Nikolai Butenschøn, har anmodet om å dele eksisterende andel i to selvstendige boenheter:
– en hovedenhet på ca. 115 m²
– en hybelenhet på ca. 35 m²

Den nye boligen har egen inngang og er fysisk avgrenset fra hoveddelen.

Boligaksjeselskapets vedtekter regulerer ikke forbud mot oppdeling av eksisterende andel, og slik sak 
kan behandles av generalforsamlingen. Oppdelingen innebærer en økning i antall andeler og i antall 
stemmeberettigede enheter.

Vedtaket krever 2/3 flertall etter vedtektene § 10-1. 

 



Saken behandles med forbehold om kommunal godkjenning (PBE).

Fordeling av aksjer
Andel 2 har i dag 24 aksjer á 250 kr.
Det anbefales en forholdsmessig fordeling basert på areal:
Hoveddel: 18 aksjer
Ny bolig: 6 aksjer

Vedtektsendring
Dersom forslaget blir vedtatt medfører det også endring av vedtektene pkt. 1-1 fra "Boligaksjeselskapet består 
av 28 boliger og 6 næringslokaler." til "Boligaksjeselskapet består av 29 boliger og 6 næringslokaler."

Styrets innstilling
Styret støtter forslaget, med forbehold om godkjennelse fra Plan- og bygningsetaten i Oslo kommune.

Forslag til vedtak:

Ikke vedtatt. 

7. Finansiering av betongrehabilitering og asbestsanering

Styret har fått utarbeidet tilstandsrapport for betongkonstruksjoner i kjeller samt gjennomført 
asbestkartlegging. Tiltakene som fremgår av rapportene vurderes som nødvendig vedlikehold og er gitt høy 
prioritet sammenlignet med øvrige vedlikeholdsbehov i eiendommen.

I den forbindelse har styret innhentet tilbud på betongrehabilitering og asbestsanering. Det er mottatt ett tilbud 
på asbestsanering fra AR Miljøsikring AS på kr 475/000 ekskl. mva. Videre har to entreprenører vært på befaring 
og levert tilbud som inkluderer både betongrehabilitering og asbestsanering. Mottatte tilbud er:

• Pussmester AS: kr 798/670 ekskl. mva

• Norsk Betongrehabilitering AS: kr 524/180 ekskl. mva

Styret har foretatt en samlet vurdering av tilbudene, herunder omfang, kvalitet, metode og gjennomførbarhet, 
og anbefaler at arbeidene utføres av Pussmester AS. 

Basert på mottatte tilbud anslås kostnaden for tiltakene til om lag kr 1/000/000, med forbehold om eventuelle 
tilleggsarbeider. For å sikre tilstrekkelig finansiering og nødvendig likviditet har styret søkt om lån i 
OBOS-banken på inntil kr 1/500/000 med nedbetalingstid på 30 år. Lånebeløpet gir rom for uforutsette 
kostnader.

Generalforsamlingen skal ta stilling til både gjennomføring av tiltaket og valg av finansieringsform. Styret legger 
derfor frem følgende alternativer for finansiering:

• kapitalinnkalling, eller

• låneopptak i selskapet.

Det er i innkallingen presentert et kostnadseksempel som viser hva en kapitalinnkalling på kr 1,5 mill. vil utgjøre 
for den enkelte aksjeeier, fordelt etter brøken som ligger til grunn for felleskostnadene. Kostnadseksempelet 
for kapitalinnkalling er basert på et øvre anslag. Endelig kapitalinnkalling vil bli tilpasset faktisk kostnad for 
tiltaket, og kan dermed bli lavere enn det som fremgår av eksempelet.

 



Det er også lagt ved et kostnadseksempel som viser en kapitalinnkalling på kr 800 000. Dette forslaget vil være 
en kombinasjon av kapitalinnkalling og resterende kostnad lån. 

Følgende forslag var til avstemning:

Forslag til vedtak 1:
Generalforsamlingen vedtar at betongrehabilitering i kjeller og tilhørende asbestsanering gjennomføres, og 
at arbeidene utføres av Pussmester AS i henhold til fremlagt tilbud, og finansieres ved kapitalinnkalling.

Ikke vedtatt. 

Forslag til vedtak 2:
Generalforsamlingen vedtar at betongrehabilitering i kjeller og tilhørende asbestsanering gjennomføres, og 
at arbeidene utføres av Pussmester AS i henhold til fremlagt tilbud, og finansieres ved låneopptak.

Ikke vedtatt. 

Forslag til vedtak 3:
Generalforsamlingen vedtar at betongrehabilitering i kjeller og tilhørende asbestsanering gjennomføres, og 
at arbeidene utføres av Pussmester AS i henhold til fremlagt tilbud, og finansieres ved en kombinasjon. Kr 
800 000 i kapitalinnkalling, resterende lån. 

Forslaget ble vedtatt

Forslag til vedtak 4:
Benkeforslag fra Jan Wold leil. 1: Generalforsamlingen vedtar å avvente saken, og at styret engasjerer en 
konsulent som holder i og kvalitetsikrer gjennomføringen.

Ikke vedtatt. 

 



Protokoll til årsmøte 2025 for AS ULLEVÅLSVEIEN 82

Organisasjonsnummer: 933772845
Møtet ble avholdt 8. mai kl. 18:00, Baker Hansen Adamstuen.

Antall stemmeberettigede som deltok: 16
Antall stemmeberettigede som deltok med fullmakt: 3

Følgende saker ble behandlet på årsmøtet:

1. Valg av møteleder

Møtelederen sørger for at møtet blir avviklet etter lovens regler og er ansvarlig for at det føres protokoll. Hvis 
ikke årsmøtet velger en møteleder eller den foreslåtte møtelederen ikke blir valgt, er det styrets leder som etter 
loven er møteleder.

Forslag til vedtak:
Rådgiver i OBOS , Margrethe Køhler Eggan er valgt.

Vedtatt. 

2. Godkjenning av de stemmeberettigede

Deltakere i møtet er registrert i en frammøteliste etter innleverte registreringsblanketter og fullmakter, og listen 
legges til grunn for opptelling av de stemmeberettigede.

Forslag til vedtak:
Det ble foreslått å anse de innleverte registreringsblankettene og eventuelt fullmakter som bevis for at 
vedkommende eier er til stede.

Vedtatt. 

3. Valg av en til å føre protokoll og minst en eier som protokollvitne

Det er møtelederen som er ansvarlig for årsmøteprotokollen, men av praktiske hensyn kan det velges en 
protokollfører. Etter loven skal det også velges minst en eier til å signere protokollen sammen med møteleder.

Forslag til vedtak:
Som fører av protokollen ble rådgiver i OBOS, Margrethe Køhler Eggan foreslått. Som protokollvitne ble Julie 
Dreyer valgt. 

Vedtatt. 

4. Godkjenning av møteinnkallingen

Det ble foreslått å godkjenne den måten årsmøtet er innkalt på.

Forslag til vedtak:
Møteinnkallingen godkjennes

Vedtatt. 
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5. Årsrapport og årsregnskap

a) Godkjenning av årsrapport og årsregnskap

b) Styret foreslår føring av årets resultat mot egenkapital. 

Forslag til vedtak:
Årsrapport og årsregnskap godkjennes. Årets resultat føres mot egenkapital.

Vedtatt. 

6. Fastsettelse av honorarer

Godtgjørelse for styret foreslås satt til kr 50 000.

Forslag til vedtak:
Styrets godtgjørelse settes til kr 50 000. 

Vedtatt. 

7. Finansiering av utskifting av porttelefoner

Det ble på årsmøte i 2024 vedtatt å skifte ut alle porttelefoner. I midlertid har vi et etterslep på vedlikehold som 
må prioriteres. Blandt annet må vi utbedre en rekke avvik ved el-anlegget. Vi har derfor behov for å innhente 
mer penger til å gjennomføre utskiftingen av porttelefonene.

Følgende forslag var til avstemning:

Forslag til vedtak 1:
økning av fellesgjeld for å dekke installasjon av porttelefon

Ikke vedtatt. 

Forslag til vedtak 2:
innhente kapital direkte fra beoere som en en-gangssum eventuelt delt opp i to avdrag

Forslaget ble vedtatt

8. TV og internett

Telia leverer ikke lenger den tv-pakken vi har blitt forespeilet, med tv2 inkludert. Er det ønskelig fortsette med 
et TV-abbonement eller skal vi se på muligheten for en billigere internett-leverandør?

Følgende forslag var til avstemning:

Forslag til vedtak 1:
Årsmøtet ber styret innhente tilbud på internett-tjeneste uten TV

Ikke vedtatt. 

Forslag til vedtak 2:
Årsmøtet ber styret innhente tilbud på internett-tjeneste med og uten TV.

Forslaget ble vedtatt
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9. Valg av tillitsvalgte

Valg av nytt styre, varamedlemmer og ny valgkomite

Innstilling
Valgkomiteen legger fram sin innstilling

Styremedlem (2 år)

Følgende ble valgt:
Nikolai Guss  Butenschøn
Peder Lykke

Følgende stilte til valg:
Nikolai Guss  Butenschøn
Peder Lykke

Varamedlem (1 år)

Følgende ble valgt:
Dorita  Preza
Sara Hegna  Hammer

Følgende stilte til valg:
Dorita  Preza
Sara Hegna  Hammer

Valgkomite (1 år)

Følgende ble valgt:
Christina Kullmann  Five
Erlend  Seilskjær

Følgende stilte til valg:
Christina Kullmann  Five
Erlend  Seilskjær
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Vedtekter 
for Ullevålsveien 82 boligaksjeselskap, org nr 933 772 845 

 
Vedtatt på ordinær generalforsamling den 22.05.2006 

Endret på ordinær generalforsamling 24.05.2007, 25.05.2011.  

Endret på ekstraordinær generalforsamling 11.08.2016 

Endret på ordinær generalforsamling 15.05.2018 

 
 

1. Innledende bestemmelser 
 

1-1 Formål 

Ullevålsveien 82 er et boligaksjeselskap som har til formål å skaffe aksjeeierne bruksrett til 

egen bolig i selskapets eiendom (borett) og å drive virksomhet som står i sammenheng med 

denne. Boligaksjeselskapet består av 28 boliger og 6 næringslokaler.  

 

1-2 Forretningskontor, forretningsførsel og tilknytningsforhold 
 

Selskapet ligger i Oslo kommune og har forretningskontor i Oslo kommune.  
 

 

2. Aksjekapital og aksjeeierer  

 

2-1 Aksjer og aksjeeiere 

(1) Selskapets aksjekapital er på kr 131 000,- fordelt på 524 aksjer á kr 250,-.   

  
(2) Bare fysiske personer (enkeltpersoner) kan være aksjeeiere i selskapet. Ingen kan eie flere 

aksjer enn de som gir borett til en bestemt bolig. 

Aksjer som gir bruksrett til næringslokale kan eies av juridisk person. 

 

(3) I de tilfellene hvor eksisterende aksjeeier ønsker å kjøpe flere aksjer i tilknytning til bolig 

nummer 2 med det formål å utvide sin opprinnelige aksjeleilighet har styret fullmakt til å 

tillate et slikt erverv uten å pålegge salg av tidligere aksjer. Det forutsettes at sammenslåingen 

gjennomføres straks etter kjøp av aksjeleilighet nummer to. Det er kun tillatt å slå sammen 2 

opprinnelige aksjeleiligheter. Kjøper gis 6 måneder frist på å fullføre prosessen. 

 

(4) Uansett kan staten, en fylkeskommune eller en kommune til sammen eie aksjer for inntil ti 

prosent av boligene i selskapet i samsvar med borettslagslovens § 4-2 (1). Det samme gjelder 

selskap som har til formål å skaffe boliger og som blir ledet og kontrollert av stat, 

fylkeskommune eller kommune, stiftelse som har til formål å skaffe boliger og som er 

opprettet av staten, en fylkeskommune eller kommune og selskap, stiftelse eller andre som har 

inngått samarbeidsavtale med stat, fylkeskommune eller kommune om å skaffe boliger til 

vanskeligstilte.  

 
(5) Aksjeeierne skal ha utlevert et eksemplar av selskapets vedtekter. 

 

2-2 Sameie i aksjer med borett 

(1) Bare personer som bor eller skal bo i boligen kan bli sameier i aksjer.   

 

(2) Dersom flere eier aksje(r) sammen, skal det regnes som bruksoverlating hvis en eller flere 

av sameierne ikke bor i boligen, jf vedtektenes punkt 3-2 



 

2-3 Overføring av aksjer og godkjenning av ny aksjeeier 

(1) En aksjeeier har rett til å overdra sine aksjer, men erververen må godkjennes av selskapet 

for at ervervet skal bli gyldig overfor selskapet.  

(2) Selskapet kan nekte godkjenning når det er saklig grunn til det og skal nekte godkjenning 

dersom ervervet vil være i strid med punkt 2 i vedtektene. Samtykke kan bare nektes når det 

foreligger saklig grunn for det. Samtykke kan ikke nektes ved eierskifte ved arv eller på annen 

måte når erververen er den tidligere eiers personlige nærstående eller slektninger i rett opp- 

eller nedstigende linje.  

 

(3) Nekter selskapet å godkjenne erververen som aksjeeier, må melding om dette komme fram 

til erververen senest 20 dager etter at søknaden om godkjenning kom fram til selskapet. I 

motsatt fall skal godkjenning regnes som gitt.  

 

(4) Erververen har ikke rett til å bruke boligen eller næringslokale før godkjenning er gitt eller 

det er rettskraftig avgjort at erververen har rett til å erverve aksjene.   

 

3. Borett, bruksrett og bruksoverlating  
 

3-1 Boretten, bruksretten  

(1) Hver aksjeeier gis enerett til å bruke en bolig i selskapet og rett til å nytte fellesarealer til 

det de er beregnet eller vanlig brukt til, og til annet som er i samsvar med tiden og forholdene.   

 

(2) Aksjeeieren kan ikke benytte boligen til annet enn boligformål uten styrets samtykke.  

 

(3) Aksjeeieren skal behandle boligen, andre rom og annet areal med tilbørlig aktsomhet. 

Bruken av boligen og fellesarealene må ikke på en urimelig eller unødvendig måte være til 

skade eller ulempe for andre aksjeeiere.  

 

(4) En aksjeeier kan med styrets godkjenning gjennomføre tiltak på eiendommen som er 

nødvendige på grunn av funksjonshemming hos en bruker av boligen. Godkjenning kan ikke 

nektes uten saklig grunn. 

 

(5) Bruken av næringslokale og fellesarealene må ikke på en urimelig eller unødvendig måte 

være til skade eller ulempe for andre aksjeeiere.  

 

(6) Generalforsamlingen kan fastsette vanlige ordensregler for eiendommen. 

 

3-2 Bruksoverlating  

(1) Aksjeeieren kan ikke uten samtykke fra styret overlate bruken av boligen til andre. 

 

(2) Med styrets godkjenning kan aksjeeierne overlate bruken av hele boligen dersom:  

- aksjeeieren selv eller aksjeeierens ektefelle eller slektning i rett opp- eller nedstigende 

linje eller fosterbarn av aksjeeieren eller ektefellen, har bodd i boligen i minst ett av de 

siste to årene. Aksjeeieren kan i slike tilfeller overlate bruken av hele boligen for opp 

til tre år 

- aksjeeieren er en juridisk person 

- aksjeeieren skal være midlertidig borte som følge av arbeid, utdanning, 

militærtjeneste, sykdom eller andre tungtveiende grunner 



- et medlem av brukerhusstanden er aksjeeierens ektefelle eller slektning i rett opp- eller 

nedstigende linje eller fosterbarn av aksjeeieren eller ektefellen 

- det gjelder bruksrett til noen som har krav på det etter ekteskapslovens § 68 eller 

husstandsfellesskapslovens § 3 andre ledd.  

Godkjenning kan bare nektes dersom brukerens forhold gir saklig grunn til det. 

Godkjenning kan nektes dersom brukeren ikke kunne blitt aksjeeier.  

Har selskapet ikke sendt svar på skriftlig søknad om godkjenning av bruker innen en 

måned etter at søknaden har kommet fram til selskapet, skal brukeren regnes som 

godkjent.  

 

(3) Aksjeeier som bor i boligen selv, kan overlate bruken av deler av den til andre uten 

godkjenning. 

 

(4) Overlating av bruken av boligen reduserer ikke aksjeeierens plikter overfor selskapet. 

 

(5)  Aksjeeier med bruksrett til næringslokale kan ikke uten godkjenning av styret overlate 

bruken av næringslokale til andre. 

Overlating av bruken av næringslokale reduserer ikke aksjeeierens plikter overfor selskapet. 

 

4. Vedlikehold  

 
4-1 Aksjeeierens vedlikeholdsplikt 

 

(1) Den enkelte aksjeeier skal holde boligen, og andre rom og annet areal som hører boligen 

til, i forsvarlig stand og vedlikeholde slikt som vinduer, rør, sikringsskap fra og med første 

hovedsikring/inntakssikring, ledninger med tilbehør, radiatorer, varmekabler, inventar, utstyr 

inklusive vannklosett, varmtvannsbereder og vask, apparater og innvendige flater. Våtrom må 

brukes og vedlikeholdes slik at lekkasjer unngås.  

 

Den enkelte aksjeeier skal holde næringslokale, og annet areal som hører næringslokale til, i 

forsvarlig stand og vedlikeholde slikt som vinduer, rør, sikringsskap fra og med første 

hovedsikring/inntakssikring, ledninger med tilbehør, radiatorer, varmekabler, 

ventilasjonsanlegg, inventar, utstyr inklusive vannklosett, varmtvannsbereder og vask, 

apparater og innvendige flater. 

 

 (2) Vedlikeholdet omfatter også nødvendige reparasjoner og utskifting av slikt som rør, 

sikringsskap fra og med første hovedsikring/inntakssikring, ledninger med tilbehør, 

varmekabler, inventar, utstyr inklusive slik som vannklosett, varmtvannsbereder og vasker, 

apparater, tapet, gulvbelegg, vegg-, gulv- og himlingsplater, skillevegger, listverk, skap, 

benker og innvendige dører med karmer, for næringslokale gjelder dette også reparasjon og 

utskifting av ytterdører samt viduer/termoruter tilhørende butikk/næringslokale.  

 

For næringslokale hvor tillatelse til oppsetting av markiser, skilt og lignede er gitt, skal alle 

kostnader til oppsetting, vedlikehold samt fjerning, i sin helhet bekostes av aksjeeier. 

 

(3) Aksjeeieren har også ansvaret for oppstaking og rensing av innvendig kloakkledning både 

til og fra egen vannlås/sluk og fram til selskapets felles-/hovedledning. Aksjeeieren skal også 

rense eventuelle sluk på verandaer, balkonger o l.  

 

(4) Aksjeeieren skal holde boligen, næringslokale fri for insekter og skadedyr.  



 

(5) Vedlikeholdsplikten omfatter også utbedring av tilfeldig skade, herunder skade påført ved 

innbrudd og uvær.  

 

(6) Oppdager aksjeeieren skade i boligen, næringslokale som selskapet er ansvarlig for å 

utbedre, plikter aksjeeieren straks å sende melding til selskapet.  

 

(7) Selskapet og andre aksjeeierer kan kreve erstatning for tap som følger av at aksjeeieren 

ikke oppfyller pliktene sine, jf borettslagslovens §§ 5-13 og 5-15.   

 

4-2 Selskapets vedlikeholdsplikt  

(1) Selskapet skal holde bygninger og eiendommen for øvrig i forsvarlig stand så langt plikten 

ikke ligger på aksjeeierne. Skade på bolig, næringslokale eller inventar som tilhører selskapet, 

skal selskapet utbedre dersom skaden følger av mislighold fra en annen aksjeeier.  

 

(2) Felles rør, ledninger, kanaler og andre felles installasjoner som går gjennom boligen, skal 

selskapet holde ved like. Selskapet har rett til å føre nye slike installasjoner gjennom boligen, 

næringslokale dersom det ikke er til vesentlig ulempe for aksjeeieren.  

 

(3) Selskapets vedlikeholdsplikt omfatter utskifting av vinduer i bolig, herunder nødvendig 

utskifting av termoruter, og ytterdører til boligen. Selskapets vedlikeholdsplikt omfatter 

videre reparasjon eller utskifting av tak, bjelkelag, bærende veggkonstruksjoner, sluk, samt 

rør eller ledninger som er bygd inn i bærende konstruksjoner med unntak av varmekabler.  

 

(4) Aksjeeieren skal gi adgang til boligen, næringslokale slik at selskapet kan utføre sin 

vedlikeholdsplikt, herunder ettersyn, reparasjon eller utskifting. Ettersyn og utføring av arbeid 

skal gjennomføres slik at det ikke er til unødig ulempe for aksjeeieren eller annen bruker av 

boligen. 

 

(5) Aksjeeieren kan kreve erstatning for tap som følge av at selskapet ikke oppfyller pliktene 

sine, jf borettslagslovens § 5-18.  

 

5. Pålegg om salg og fravikelse 

 

5-1 Mislighold 

Aksjeeierens brudd på sine forpliktelser overfor selskapet utgjør mislighold. Som mislighold 

regnes blant annet manglende betaling av felleskostnader, forsømt vedlikeholdsplikt, ulovlig 

bruk eller overlating av bruk og brudd på husordensregler.  

 

5-2 Pålegg om salg 

(1) Hvis en aksjeeier til tross for advarsel vesentlig misligholder sine plikter, kan selskapet 

pålegge vedkommende å selge aksjen(e), jf borettslagslovens § 5-22 første ledd. Advarsel skal 

gis skriftlig og opplyse om at vesentlig mislighold gir selskapet rett til å kreve aksjen(e) solgt.  

 

5-3 Fravikelse 

Medfører aksjeeierens eller brukerens oppførsel fare for ødeleggelse eller vesentlig 

forringelse av eiendommen, eller er aksjeeierens eller brukerens oppførsel til alvorlig plage 

eller sjenanse for eiendommenes øvrige aksjeeiere eller brukere, kan styret kreve fravikelse 

fra boligen etter tvangsfullbyrdelseslovens kapittel 13.  

 



6. Felleskostnader og  pantesikkerhet 

 

6-1 Felleskostnader  

(1) Felleskostnadene betales hver måned. Selskapet kan endre felleskostnadene med en 

måneds skriftlig varsel.         

 

(2) For felleskostnader som ikke blir betalt ved forfall, svarer aksjeeieren den til en hver tid 

gjeldende forsinkelsesrente etter lov av 17. desember 1976 nr 100.  

 

6-2 Selskapets pantesikkerhet 

For krav på dekning av felleskostnader og andre krav fra selskapsforholdet har selskapet 

panterett i aksjen(e) foran alle andre heftelser. Pantekravet er begrenset til en sum som svarer 

til to ganger folketrygdens grunnbeløp på tidspunktet da tvangsdekning besluttes gjennomført. 

 

7. Styret og dets vedtak 

 

7-1 Styret  

(1) Selskapet skal ha et styre som skal bestå av en styreleder og 2-4 andre medlemmer med   

1-2 varamedlemmer.  

 

(2) Funksjonstiden for styreleder og de andre medlemmene er to år. Varamedlemmer velges 

for ett år. Styremedlem og varamedlem kan gjenvelges.  

 

(3) Styret skal velges av generalforsamlingen. Generalforsamlingen velger styreleder ved 

særskilt valg. Styret velger nestleder blant sine medlemmer.  

 

7-2 Styrets oppgaver 

(1) Styret skal lede virksomheten i samsvar med lov, vedtekter og generalforsamlingens 

vedtak. Styret kan ta alle avgjørelser som ikke i loven eller vedtektene er lagt til andre 

organer.  

 

(2) Styrelederen skal sørge for behandling av aktuelle saker som hører inn under styret. 

Styremedlemmene kan kreve at styret behandler bestemte saker.   

 

(3) Styret skal føre protokoll over styre akene. Protokollen skal underskrives av de frammøtte 

styremedlemmene.  

 

7-3 Styrets vedtak 

Styret er vedtaksført når mer enn halvparten av alle styremedlemmene er til stede eller deltar i 

styrebehandlingen. Vedtak kan treffes med mer enn halvparten av de avgitte stemmene. Står 

stemmene likt, gjør møtelederens stemme utslaget. De som stemmer for et vedtak som 

innebærer en endring, må likevel utgjøre minst en tredjedel av alle styremedlemmene.  

 

7-4 Representasjon og fullmakt  
To styremedlemmer i fellesskap representerer selskapet utad og tegner dets navn.  

  

8. Generalforsamlingen 

 

8-1 Myndighet 

Gjennom generalforsamlingen utøver aksjeeierne den øverste myndigheten i selskapet.  



8-2 Tidspunkt for generalforsamling 

(1) Ordinær generalforsamling skal holdes hvert år innen utgangen av mai. Styret skal sende 

ut skriftlig varsel til alle aksjeeierne om frist for innlevering av saker som ønskes behandlet på 

ordinær generalforsamling. 

 

(2) Styret kan bestemme at det skal innkalles til ekstraordinær generalforsamling. Styret skal 

likeledes innkalle til ekstraordinær generalforsamling når revisor eller aksjeeiere som 

representerer minst en tidel av aksjekapitalen, skriftlig krever det for å få behandlet et bestemt 

angitt emne. Styret skal sørge for at generalforsamlingen holdes innen en måned etter at 

kravet er fremsatt.  

 

8-3 Innkalling til generalforsamling 

(1) Generalforsamlingen innkalles ved skriftlig henvendelse til alle aksjeeiere med kjent 

adresse. Innkallingen skal være sendt senest en uke før møtet skal holdes. Tid og sted for 

møtet skal angis. 

 

(2) Innkallingen skal bestemt angi de saker som skal behandles på generalforsamlingen. 

Forslag om å endre vedtektene skal gjengis i innkallingen.  

 

(3) En aksjeeier har rett til å få behandlet spørsmål på generalforsamlingen som han eller hun 

melder skriftlig til styret i så god tid at det kan tas med i innkallingen. Har innkallingen 

allerede funnet sted, skal det sendes ut ny innkalling dersom det er minst en uke igjen til 

generalforsamlingen skal holdes.  

 

8-4 Saker som skal behandles på ordinær generalforsamling  
- Godkjenning av årsberetning fra styret  

- Godkjenning av årsregnskap  

- Valg av styremedlemmer og varamedlemmer 

- Valg av valgkomite med 3 medlemmer 

- Fastsetting av godtgjørelse til styret  

- Andre saker som er nevnt i innkallingen 

  

8-5 Møteledelse og protokoll 

Generalforsamlingen skal ledes av styrelederen med mindre generalforsamlingen velger en 

annen møteleder. Møtelederen skal sørge for at det føres protokoll fra generalforsamlingen.  

 

8-6 Stemmerett og fullmakt 

Hver aksjeeier har en stemme på generalforsamlingen. Hver aksjeeier kan møte ved 

fullmektig på generalforsamlingen. For aksjer med flere eiere kan det bare avgis en stemme.  

 

8-7 Vedtak på generalforsamlingen 

(1) Foruten saker som nevnt i punkt 8-4 i vedtektene kan ikke generalforsamlingen fatte 

vedtak i andre saker enn de som er bestemt angitt i innkallingen. 

 

(2) Med de unntak som følger av aksjeloven eller vedtektene her fattes alle beslutninger av 

generalforsamlingen med mer enn halvparten av de avgitte stemmer. Ved valg anses den eller 

de valgt som får flest stemmer.   

 

(3) Stemmelikhet avgjøres ved loddtrekning.  



9. Inhabilitet og mindretallsvern 

 

9-1 Inhabilitet  

(1) Et styremedlem må ikke delta i styrebehandlingen eller avgjørelsen av spørsmål som har 

slik særlig betydning for egen del eller for noen nærstående at medlemmet må anses for å ha 

fremtredende personlig eller økonomisk særinteresse i saken.  

 

(2) Ingen kan selv eller ved fullmektig eller som fullmektig delta i en avstemning på 

generalforsamlingen om søksmål mot seg selv eller om eget ansvar overfor selskapet, og 

heller ikke om søksmål mot andre eller om andres ansvar dersom han eller hun har en 

vesentlig interesse i saken som kan være stridende mot selskapets.  

 

9-2 Mindretallsvern 

Generalforsamlingen, styret eller andre som etter aksjelovens §§ 6-30 til 6-32 representerer 

selskapet kan ikke treffe beslutning eller foreta noe som er egnet til å gi visse aksjeeiere eller 

andre en urimelig fordel på andre aksjeeieres eller selskapets bekostning.  

  

10. Vedtektsendringer, forholdet til aksjeloven og borettslagsloven og oppløsning 

 
10-1 Vedtektsendringer 

Endringer i selskapets vedtekter kan bare besluttes av generalforsamlingen. Beslutningen 

krever tilslutning fra minst to tredjedeler av så vel de avgitte stemmer som av den 

aksjekapitalen som er representert på generalforsamlingen 

 

10-2 Forholdet til aksjeloven og borettslagsloven 

For så vidt ikke annet følger av vedtektene gjelder reglene i lov om aksjeselskaper av 

13.06.1997 nr 34 og lov om borettslag av 06.06.2003 nr 39 §§ 1-5, 4-2, kapittel 5 og 

omdanningsreglene i § 13-5.  

 

10-3 Oppløsning 

Ved en eventuell oppløsning av selskapet skal overskudd fordeles i samsvar m 
med de underliggende verdiene til boligene. 
 
 
 
 
Oslo 04.04.2011 



Årsmøte 2025
Innkalling

S.nr. 5402
AS ULLEVÅLSVEIEN 82



Velkommen til generalforsamling i AS ULLEVÅLSVEIEN 82

Innkallingen inneholder alle sakene som skal behandles på årsmøtet. Styret håper du leser gjennom heftet og 
viser din interesse ved å delta på årsmøtet.

Dato for generalforsamlingen:

8. mai 2025 kl. 18:00, Baker Hansen Adamstuen.

Hvem kan stemme på generalforsamlingen?

Alle eiere har rett til å delta i møte med forslags-, tale- og stemmerett.

 •  Eiers ektefelle, samboer eller et annet medlem i husstanden har også rett til å være til stede og til å uttale seg.

 •  En stemme avgis pr. aksje.

 •  Eieren kan ta med seg en rådgiver til møte. Rådgiveren har bare rett til å uttale seg dersom et flertall på 
årsmøtet tillater det.

 •  Eieren kan møte ved fullmektig.

Registreringsblanketten leveres i utfylt stand ved inngangen.

Saker til behandling

1. Valg av møteleder

2. Godkjenning av de stemmeberettigede

3. Valg av en til å føre protokoll og minst en eier som protokollvitne

4. Godkjenning av møteinnkallingen

5. Årsrapport og årsregnskap

6. Fastsettelse av honorarer

7. Finansiering av utskifting av porttelefoner

8. TV og internett

9. Valg av tillitsvalgte

Med vennlig hilsen,
Styret i AS ULLEVÅLSVEIEN 82
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Sak 1

Valg av møteleder

Krav til flertall: 
Alminnelig (50%)

Møtelederen sørger for at møtet blir avviklet etter lovens regler og er ansvarlig for at det føres protokoll. Hvis 
ikke årsmøtet velger en møteleder eller den foreslåtte møtelederen ikke blir valgt, er det styrets leder som etter 
loven er møteleder.

Forslag til vedtak 

Rådgiver i OBOS , Margrethe Køhler Eggan er valgt.

Sak 2

Godkjenning av de stemmeberettigede

Krav til flertall: 
Alminnelig (50%)

Deltakere i møtet er registrert i en frammøteliste etter innleverte registreringsblanketter og fullmakter, og listen 
legges til grunn for opptelling av de stemmeberettigede.

Forslag til vedtak 

Det ble foreslått å anse de innleverte registreringsblankettene og eventuelt fullmakter som bevis for at 
vedkommende eier er til stede.

Sak 3

Valg av en til å føre protokoll og minst en eier som protokollvitne

Krav til flertall: 
Alminnelig (50%)

Det er møtelederen som er ansvarlig for årsmøteprotokollen, men av praktiske hensyn kan det velges en 
protokollfører. Etter loven skal det også velges minst en eier til å signere protokollen sammen med møteleder.

Forslag til vedtak 

Som fører av protokollen ble rådgiver i OBOS, Margrethe Køhler Eggan foreslått. Protokollvitne(r) velges i 
møtet. 

 

3 av 22



Sak 4

Godkjenning av møteinnkallingen

Krav til flertall: 
Alminnelig (50%)

Det ble foreslått å godkjenne den måten årsmøtet er innkalt på.

Forslag til vedtak 

Møteinnkallingen godkjennes

Sak 5

Årsrapport og årsregnskap

Krav til flertall: 
Alminnelig (50%)

a) Godkjenning av årsrapport og årsregnskap

b) Styret foreslår føring av årets resultat mot egenkapital. 

Forslag til vedtak 

Årsrapport og årsregnskap godkjennes. Årets resultat føres mot egenkapital.

Vedlegg

1. s 5402 Årsrapport.pdf

Sak 6

Fastsettelse av honorarer

Krav til flertall: 
Alminnelig (50%)

Godtgjørelse for styret foreslås satt til kr 50 000.

Forslag til vedtak 

Styrets godtgjørelse settes til kr 50 000. 
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Sak 7

Finansiering av utskifting av porttelefoner

Sakens flertallskrav: 
Alminnelig (50%)

Forslagenes flertallskrav: 
Alminnelig (50%)

Det ble på årsmøte i 2024 vedtatt å skifte ut alle porttelefoner. I midlertid har vi et etterslep på vedlikehold som 
må prioriteres. Blandt annet må vi utbedre en rekke avvik ved el-anlegget. Vi har derfor behov for å innhente 
mer penger til å gjennomføre utskiftingen av porttelefonene.

a)
Saken har flere forslag til vedtak. Først stemmer du for eller mot saken:

 •  For Finansiering av utskifting av porttelefoner

 •  Mot Finansiering av utskifting av porttelefoner

b)
Hvilket av forslagene stemmer du for dersom det skulle bli flertall for saken?

1. økning av fellesgjeld for å dekke installasjon av porttelefon

2. innhente kapital direkte fra beoere som en en-gangssum eventuelt delt opp i to avdrag

Sak 8

TV og internett

Krav til flertall: 
Alminnelig (50%)

Telia leverer ikke lenger den tv-pakken vi har blitt forespeilet, med tv2 inkludert. Er det ønskelig fortsette med 
et TV-abbonement eller skal vi se på muligheten for en billigere internett-leverandør?

Forslag til vedtak 

Årsmøtet ber styret innhente tilbud på internett-tjeneste uten TV

Sak 9

Valg av tillitsvalgte

Valg av nytt styre, varamedlemmer og ny valgkomite

Innstilling

Valgkomiteen legger fram sin innstilling

Roller og kandidater
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Valg av 2 styremedlem Velges for 2 år
Kandidater velges i møtet

Valg av 2 varamedlem Velges for 1 år
Kandidater velges i møtet

Valg av 2 valgkomite Velges for 1 år
Kandidater velges i møtet
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Styrets årsrapport

ÅRSRAPPORT FOR 2024/2025

Siden forrige ordinære generalforsamling har aksjeselskapets tillitsvalgte vært:

Styret Leder: Paula Kjerstadius 
Stryemedlem: Erlend Seilskjær 
Styremedlem: Amila Topalovic 
Styremedlem: Marianne Måseide 
Varamedlem: Dorita Preza

Varamedlem: Anders Waltila (flyttet ut)

Valgkomite: Peder Lykke, Christina Kullmann Five, Ingrid Hannisdahl Ytreland.

Du kan komme i kontakt med styret via Vibbo.no eller per e-post:  ullevalsvn82@styrerommet.no

Du kan finne informasjon om boligselskapet og ditt boforhold ved å logge deg inn på Vibbo.no. Her finner du 
oversikt over din bolig, felleskostnader og annen nyttig informasjon.

Vedtekter og husordensregler ligger også der.

Generelle opplysninger om AS Ullevålsveien 82  
Aksjeselskapet består av 34 enheter knyttet til aksjer.    
AS Ullevålsveien 82 er registrert i Foretaksregisteret i Brønnøysund med org.nummer 933�772 845

Aksjeselskapets formål er å gi aksjonærene enerett til bruk av egen bolig eller annen bruksenhet i eiendommen.

AS  Ullevålsveien 82 har ingen ansatte.

Forretningsførsel og revisjon Forretningsførselen er utført av OBOS Eiendomsforvaltning AS i henhold til 
kontrakt.  
Autorisert regnskapsfører (oppdragsansvarlig) er Margrethe Christiane Køhler Eggan 
Aksjeselskapets revisor er OBOS Eiendomsforvaltning AS

Oppsummering av styrets arbeid /årsberetning 2024/2025.

Det har vært avholdt 8 styremøter i løpet av perioden.

På budsjettmøtet 20 november ble det besluttet å øke felleskostnadene med ytterligere 10% fra 01.01.2025 for 
å kunne imøtekomme høyere utgifter fremover og for å unngå at vi bruker av oppspart kapital. Det ble også 
besluttet å redusere styrets honorar fra 150.000 til 50.000 i et forsøk på å holde kostnadene nede.

Det meste av selskapets gjeld er fortsatt knyttet til 2 IN-lån. IN betyr at hver enkelt beboer har mulighet 
til å innfri eller nedbetale raskere på sin andel av lånet. Kapitalkostnadene knyttet til disse blir automatisk 
justert og belastet den enkelte beboer, særskilt spesifisert på felleskostnadene hver måned. Det positive er at 
lånetypen gir fleksibilitet til den enkelte. For selskapets del vil det være gunstig og kostnadsbesparende om 
selskapet kan komme ut av IN-lånene. Kostnadene ved IN lån er som følger: Årlig administrasjonsgebyr på 10 
% av forretningsførerhonoraret, minimum kr 10 000 og maksimum kr 20 000 per lån. I tillegg påløper det et 
etableringsgebyr på kr 5 000 for den enkelte andelseier som ønsker å innfri eller delvis nedbetale sin andel av 
fellesgjelden. Sistnevnte er en engangssum.

I 2025 er gjeldsnivået redusert ved at beboere har gjort ekstraordinære nedbetalinger på IN-lånene i 2024 for 
ca. kr 130.000 mot ca. 460.000 i 2023

Vedlikehold, rehabilitering og løpende drift
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Styret har det siste året jobbet med flere tiltak for vedlikehold, rehabilitering og løpende drift.

I 2022 ble det inngått ny avtale med Telia som leverandør av TV og Internett fra 1. juni 2023. Avtalen innebærer 
at Telia oppgraderer nettet inn i vårt bygg og kan tilby vesentlig raskere nett med synkron hastighet. Dette er 
enda ikke på plass. Vi har hatt ytterligere noen befaringer primo 2025 og det ser nå ut som dette vil komme på 
plass i løpet av 2025. Styret beklager at dette har tatt lang tid, men sendrektigheten i denne saken må tilskrives 
OneCo og Telia.

Omfang og intensitet i støy fra barn som bruker trampolinen ser ut til å ha blitt mindre i år enn i fjor og styret har 
ikke gjort noen tiltak. Vi minner likevel foreldre om sitt ansvar for å sørge for ansvarlig bruk av trampolinen.  
 
Styrets arbeid har ellers bestått av flere mindre saker knyttet til den løpende driften av selskapet. Blant annet:  
- Løpende håndtering av henvendelser fra beboere og eiere av næringslokalene 
- Løpende oppfølging av vaktmester  
- Oppfølging av forsikringssak om vannskade, oppgang B. 
- Arrangert dugnader vår og høst.

- Kjøpe inn nødvendig utstyr (f.eks.hageredskap, industriell støvsuger, gass til grillen) 
- Juletre i bakgården og beplanting i potter utenfor oppgangene

Tyngre oppgraderings- og vedlikeholdssaker i gården

Høsten 2025 ble samtlige takrenner og nedløp renset. I tillegg har varmekablene blitt kontrollert og de fungerer 
som de skal. 
 
Styret har i 2025 opprettet en digital vedlikeholdsplan i Styrerommet (Obos’ nettportal for styrearbeid), under 
menypunktet Vedlikehold og bærekraft. Vedlikeholdsplanen er utfylt og oppdatert i den grad det er mulig, 
med tanke på at tidligere styrer ikke hadde digitale lagringsmuligheter og en del papirdokumentasjon har 
forsvunnet. Det er imidlertid tatt inn relevant informasjon fra tidligere tilstandsrapporter og dokumentert 
vedlikeholdsarbeid. I tillegg har planen blitt oppdatert med de nye rapportene som har kommet til.  
Dette vil gjøre det enklere for framtidige styrer å holde oversikt over vedlikehold og tiltak i sameiet, så sant 
planen vedlikeholdes løpende. Dette vil være en håndterbar oppgave, nå som alt er digitalt og sporbart.

Prioritert rekkefølge for vedlikeholdstiltak: (1) asbest i kjeller, (2) oversyn og reparasjon el-anlegg, (3) 
grunnmur/betongproblematikk (4) renovering bakfasade/utskifting vinduer bakfasade.

Fjerning/sikring av asbest er lovpålagt og må prioriteres høyt på grunn av helserisiko. Ettersyn og utbedring av 
el-anlegg har fått andreprioritet. Også dette er lovpålagt. Grunnmur, drenering og betongreparasjon har også 
høy prioritet, da tilstanden forverres og utgiftene til reparasjon antas å øke. Utskiftning av gamle vinduer og 
behov for fasaderenovering mot bakgården har dermed fjerdeprioritet, da dette er vurdert som mindre akutt.

1. Asbest i kjelleren

Asbest kan forårsake flere alvorlige sykdommer, blant annet en rekke kreftformer, og er totalforbudt siden 
1985. Risikoen for helseskade oppstår når løse asbestfibre i form av støv tas inn via innånding. Kartlegging av 
asbest kan både redusere senere kostnader og beskytte mot eksponering.

På grunn av en del synlige skader på antatt asbestisolerte rør i kjelleren, bestilte styret, i 2024 en kartlegging 
fra Multiconsult for å skaffe kunnskapsgrunnlag. Prøveresultatene avdekket både hvitasbest (krysotil) og 
brunasbest (amositt). Funnene er særlig knyttet til isolasjon på varmerørene fra byggeåret som er montert 
oppunder himling. Siden asbesten flere steder er eksponert ved skader, er det fare for asbeststøv i luften. På 
grunn av lav romhøyde i kjelleren er det også lett å komme borti rørisolasjonen og frigjøre nytt støv.  
Asbestholdig materiale i bygg skal normalt fjernes, men forsegling, innkapsling og innbygging kan i enkelte 
tilfeller tillates, for eksempel i påvente av ombygging eller riving. Sanering av asbest kan bli en omfattende og 
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kostbar prosess. Sanering av asbesten kan også ha positive sideeffekter, som at varmerørene får en moderne 
isolering, noe som reduserer spillvarmen vesentlig.   
Styret ønsker å være føre var og rådet beboerne om å være tilbakeholdne med å bruke kjelleren fram 
til forholdene har blitt utbedret eller ny beskjed blir gitt. Det er også viktig å lufte så godt som mulig i 
kjelleren. Ventiler må aldri blokkeres og vinduer bør holdes åpne når det er mulig. Det er også kjøpt inn en 
industristøvsuger med Hepa-filter, som skal brukes til renhold. Det må ikke feies med kost, da dette virvler opp 
støv.

Styret har gått flere befaringer med firmaer som utfører asbestsanering med sikte på å innhente pristilbud. Det 
har imidlertid ikke lyktes å innhente tilbud fra aktørene, uvisst av hvilken grunn. Dette arbeidet må intensiveres 
i kommende periode.

(2) Oversyn og reparasjon av el-anlegg

Gården har avtale om jevnlig kontroll av el-anlegget med Fagerborg installasjon. Oversyn skjer hvert 5.år. I 
fjorårets (2024) kontroll og påfølgende ble det avdekket en rekke mangler. Det er satt i bestilling å utbedre alle 
manglene med tilstandgrad 2 eller mer.

Elvia (eier av el-nettverket) har i tillegg vært på en egen kontroll og avdekket en alvorlig jordingsfeil slik at 
skriftlig forhåndsvarsling ble unnlatt jf. forvaltningslovens § 16. Som følge av dette ble det vedtatt frakople noen 
av anleggsdelene. Dvs. 2 kurser ble frakoblet inntil avvikene er rettet. Den ene kursen kontrollerer lyset og port 
telefoner i oppgang 82C.

Som midlertidig løsning ble det kjøpt inn, og installert 3 stykker batteridrevne sensorlamper.

Utbedring er igangsatt og skal være ferdigstilt innen kort tid.

1. Grunnmur og betongproblematikk og drenering bakgård og mot Ullevålsveien

Vi mottok høsten 2024 en tilstandsrapport på betongkonstruksjoner i kjeller. Tilstandsrapporten danner 
underlag for vedlikeholdsplan og utbedring av skader samt forhindre ytterligere skadeomfang. Flere steder 
er armeringsjernet synlig og ytterveggene er i synlig dårlig stand, trolig på grunn av dårlig drenering. Det er 
også brukt feil malingstype på et tidligere tidspunkt, noe som fører til at veggoverflatene flere steder flaker av.  
Vi har ikke fått hentet inn tilbud fra entreprenør for utbedring av betong og rustent armeringsjern, men jobber 
videre med det.

I forbindelse med planlagt graving av fortauet i Ullevålsveien, er vi i dialog med entreprenør om å gi oss et tilbud 
på drenering langs denne fasaden. Vi hadde ny vanninntrengning i kjellerboder på denne siden i vinter og det 
er presserende behov for utbedre årsaken.

(4) Renovering bakgårdsfasade og utskifting av vinduer mot bakgård

Styret har ikke jobbet med dette i denne perioden, da det har vært fokus på det mer presserende vedlikeholdet.

Utskifting av porttelefoner

Styret har hentet inn to tilbud på porttelefoner.

Tilbudene er tilnærmet like og det vil koste ca 140.000.- eks moms. I dette inkluderer utskifting av alle tablåer, 
trekke nye kabler til leilighetene og montere ny dørtelefon i hver leilighet.
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ÅRSREGNSKAPET  

Styret mener at årsregnskapet gir et riktig bilde av aksjeselskapets eiendeler og gjeld, 
finansielle stilling og resultat. Informasjon om aksjeselskapets forventede økonomiske 
utvikling er omtalt i årsrapportens punkt om budsjett for 2025. 
 
Forutsetningen om fortsatt drift er til stede, og årsregnskapet for 2024 er satt opp under 
denne forutsetning. 
 
Aksjeselskapet har negativ egenkapital i balansen (udekket tap). Dette er nærmere omtalt 
i årsregnskapet under note 17 for udekket tap. 
 
Resultat  
 
Årets resultat vises i resultatregnskapet som et underskudd og foreslås ført mot 
egenkapital. Eventuelt avdrag på langsiktig gjeld (lån) er ikke tatt hensyn til.  
 

Disponible midler 
 
Borettslagets disponible midler (omløpsmidler fratrukket kortsikt gjeld) viser borettslagets 
likviditet. De disponible midlene bør til enhver tid være positive, som en del av 
forutsetningene for videre drift. 
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Budsjett 2025  

Posten drift og vedlikehold er budsjettert med ordinær drift.   
 
Budsjettet er basert på estimerte tall, det er tatt høyde for prisøkninger på drift & 

vedlikehold i den grad det foreligger estimater.  

Felleskostnader 
 
Budsjettet er basert på 10 % økning av felleskostnadene fra 1. januar 2025.   
 
For øvrig vises til de enkelte tallene i budsjettet.  
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PricewaterhouseCoopers AS, Dronning Eufemias gate 71, Postboks 748 Sentrum, NO-0106 Oslo 

T: 02316, org. no.: 987 009 713 MVA, www.pwc.no 

Statsautoriserte revisorer, medlemmer av Den norske Revisorforening og autorisert regnskapsførerselskap 

 

Til generalforsamlingen i AS Ullevålsveien 82 

Uavhengig revisors beretning  

Konklusjon  

Vi har revidert årsregnskapet for AS Ullevålsveien 82 som består av balanse per 31. desember 2024, 
resultatregnskap for regnskapsåret avsluttet per denne datoen og noter til årsregnskapet, herunder et 
sammendrag av viktige regnskapsprinsipper. 

Etter vår mening oppfyller årsregnskapet gjeldende lovkrav, og gir årsregnskapet et rettvisende bilde av 
selskapets finansielle stilling per 31. desember 2024, og av dets resultater for regnskapsåret avsluttet per 
denne datoen i samsvar med regnskapslovens regler og god regnskapsskikk i Norge. 

Grunnlag for konklusjonen 

Vi har gjennomført revisjonen i samsvar med International Standards on Auditing (ISA-ene). Våre oppgaver 
og plikter i henhold til disse standardene er beskrevet nedenfor under Revisors oppgaver og plikter ved 
revisjonen av årsregnskapet. Vi er uavhengige av selskapet i samsvar med kravene i relevante lover og 
forskrifter i Norge og International Code of Ethics for Professional Accountants (inkludert internasjonale 
uavhengighetsstandarder) utstedt av International Ethics Standards Board for Accountants (IESBA-
reglene), og vi har overholdt våre øvrige etiske forpliktelser i samsvar med disse kravene. Innhentet 
revisjonsbevis er etter vår vurdering tilstrekkelig og hensiktsmessig som grunnlag for vår konklusjon. 

Øvrig informasjon 

Styret (ledelsen) er ansvarlig for øvrig informasjon som er publisert sammen med årsregnskapet. Øvrig 
informasjon omfatter budsjettall som er presentert sammen med årsregnskapet. Vår konklusjon om 
årsregnskapet ovenfor dekker ikke øvrig informasjon. 

I forbindelse med revisjonen av årsregnskapet er det vår oppgave å lese øvrig informasjon. Formålet er å 
vurdere hvorvidt det foreligger vesentlig inkonsistens mellom den øvrige informasjonen og årsregnskapet 
og den kunnskap vi har opparbeidet oss under revisjonen av årsregnskapet, eller hvorvidt øvrig informasjon 
ellers fremstår som vesentlig feil. Vi har plikt til å rapportere dersom øvrig informasjon fremstår som 
vesentlig feil. Vi har ingenting å rapportere i så henseende. 

Ledelsens ansvar for årsregnskapet 

Ledelsen er ansvarlig for å utarbeide årsregnskapet og for at det gir et rettvisende bilde i samsvar med 
regnskapslovens regler og god regnskapsskikk i Norge. Ledelsen er også ansvarlig for slik internkontroll 
som den finner nødvendig for å kunne utarbeide et årsregnskap som ikke inneholder vesentlig 
feilinformasjon, verken som følge av misligheter eller utilsiktede feil. 

Ved utarbeidelsen av årsregnskapet må ledelsen ta standpunkt til selskapets evne til fortsatt drift og 
opplyse om forhold av betydning for fortsatt drift. Forutsetningen om fortsatt drift skal legges til grunn for 
årsregnskapet så lenge det ikke er sannsynlig at virksomheten vil bli avviklet. 

Revisors oppgaver og plikter ved revisjonen av årsregnskapet 

Vårt mål er å oppnå betryggende sikkerhet for at årsregnskapet som helhet ikke inneholder vesentlig 
feilinformasjon, verken som følge av misligheter eller utilsiktede feil, og å avgi en revisjonsberetning som 
inneholder vår konklusjon. Betryggende sikkerhet er en høy grad av sikkerhet, men ingen garanti for at en 
revisjon utført i samsvar med ISA-ene, alltid vil avdekke vesentlig feilinformasjon. Feilinformasjon kan 
oppstå som følge av misligheter eller utilsiktede feil. Feilinformasjon er å anse som vesentlig dersom den 
enkeltvis eller samlet med rimelighet kan forventes å påvirke de økonomiske beslutningene som brukerne 
foretar på grunnlag av årsregnskapet. For videre beskrivelse av revisors oppgaver og plikter vises det til: 
https://revisorforeningen.no/revisjonsberetninger. 
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Oslo, 24. april 2025 
PricewaterhouseCoopers AS         
 

 
                
Berit Alstad  
Statsautorisert revisor 
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Note Regnskap Regnskap Budsjett Budsjett

2024 2023 2024 2025

Kapitalkostnader 363 927 370 460 376 548 363 720

Innkrevde felleskostnader 2 2 252 169 2 167 557 2 179 452 2 393 280

SUM DRIFTSINNTEKTER 2 616 096 2 538 017 2 556 000 2 757 000

Personalkostnader 3 -7 050 -7 050 -7 050 -21 150

Styrehonorar 4 -50 000 -50 000 -50 000 -50 000

Revisjonshonorar 5 -7 875 -7 875 -8 000 -8 000

Forretningsførerhonorar -100 940 -95 993 -101 000 -106 000

Konsulenthonorar 6 -204 247 -22 853 -5 000 -5 000

Drift og vedlikehold 7 -95 326 -12 251 -350 000 -95 000

Forsikringer -280 285 -262 748 -289 000 -344 000

Kommunale avgifter 8 -650 066 -568 305 -495 000 -562 200

Energi/fyring 9 -580 474 -647 268 -645 000 -645 000

TV-anlegg/bredbånd -148 460 -139 809 -150 000 -156 000

Andre driftskostnader 10 -359 853 -265 282 -252 000 -297 500

SUM DRIFTSKOSTNADER -2 484 577 -2 079 432 -2 352 050 -2 289 850

DRIFTSRESULTAT FØR IN: 131 519 458 585 203 950 467 150

Innbetalt andel fellesgjeld 132 741 460 104 0 0

DRIFTSRESULTAT 264 260 918 689 203 950 467 150

Finansinntekter 11 43 574 40 033 20 000 40 000

Finanskostnader 12 -365 080 -342 426 -374 000 -346 000

RES. FINANSINNT./-KOSTNADER -321 506 -302 393 -354 000 -306 000

ÅRSRESULTAT -57 246 616 296 -150 050 161 150

Til annen egenkapital 0 616 296

Fra annen egenkapital -57 246 0

ORG.NR. 933 772 845, KUNDENR. 5402

AS ULLEVÅLSVEIEN 82

DRIFTSINNTEKTER:

DRIFTSKOSTNADER:

FINANSINNTEKTER/-KOSTNADER:

Overføringer:

RESULTATREGNSKAP
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Note 2024 2023

Bygninger 13 1 601 804 1 601 804

Tomt 920 000 920 000

SUM ANLEGGSMIDLER 2 521 804 2 521 804

Forskuddsbetalte kostnader 44 135 43 730

Andre kortsiktige fordringer 14 1 281 914

Driftskonto OBOS-banken 218 597 490 867

Sparekonto OBOS-banken 315 504 463 812

SUM OMLØPSMIDLER 579 517 999 323

SUM EIENDELER 3 101 321 3 521 127

Aksjekapital 15 132 000 132 000

Annen egenkapital 16, 17 -2 377 071 -2 319 825

SUM EGENKAPITAL -2 245 071 -2 187 825

Pante- og gjeldsbrevlån 18 5 027 279 5 360 011

Annen langsiktig gjeld 19 132 000 132 000

SUM LANGSIKTIG GJELD 5 159 279 5 492 011

Leverandørgjeld 185 246 169 255

Påløpte renter 1 867 31 339

Påløpte avdrag 0 16 336

Annen kortsiktig gjeld 0 11

SUM KORTSIKTIG GJELD 187 113 216 941

SUM EGENKAPITAL OG GJELD 3 101 321 3 521 127

Pantstillelse 20 10 275 000 10 275 000

Garantiansvar 0 0

Paula Kjerstadius /s/ Marianne Måseide /s/ Erlend Seilskjær /s/

Amila Topalovic

BALANSE

ORG.NR. 933 772 845, KUNDENR. 5402

KORTSIKTIG GJELD

Oslo, 09.04.2025

Styret i AS Ullevålsveien 82

EIENDELER

ANLEGGSMIDLER

OMLØPSMIDLER

EGENKAPITAL OG GJELD

EGENKAPITAL

AS ULLEVÅLSVEIEN 82

GJELD

LANGSIKTIG GJELD
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Felleskostnader 1 967 171

Kabel-TV 138 412

Eiendomsskatt 99 036

Kapitalkostnader IN lån 2 66 141

Garasje 44 800

Strøm elbil 2 750

Kapitalkostnader på IN-lån 296 263

Kapitalkostnader regulert på IN-lån 1 258

Kapitalkostnader regulert på IN-lån 2 265

Overført til kapitalkostnader -363 927

SUM INNKREVDE FELLESKOSTNADER 2 252 169

långiver har tinglyst på eiendommen. Borettslagets beregnede forpliktelse overfor

andelseiere som har nedbetalt, fremgår som egenkapital fra IN, under noten for annen

egenkapital.

NOTE: 2

INNKREVDE FELLESKOSTNADER

andelseiernes side inntektføres i selskapet det året nedbetalingen finner sted, og føres

via balansen som egenkapital. Individuelle nedbetalinger fra andelseierne går direkte

videre til borettslagets långiver via en klientkonto, og påvirker ikke borettslagets likviditet.

Nedbetalingene gir de andelseiere som har nedbetalt, reduksjon i rente- og

avdragsdelen av fremtidige felleskostnader. Andelseierne som har nedbetalt

ekstraordinært, har fått sikkerhet ved inntrederett i pantobligasjonen som borettslagets

myndighetene og kan ikke disponeres fritt.

INDIVIDUELL NEDBETALING AV FELLESGJELD

Borettslaget har etablert en ordning med mulighet for individuell nedbetaling av

borettslagets fellesgjeld. Individuelle nedbetalinger fra andelseierne er behandlet etter

egenkapitalløsningen. Egenkapitalløsningen innebærer at individuelle nedbetalinger fra

Kundefordringer og andre fordringer er oppført i balansen til pålydende etter fradrag for

avsetning til forventet tap. Avsetning til tap gjøres på grunnlag av individuelle vurderinger

av de enkelte fordringene.

SKATTETREKKSKONTO

Selskapet har egen separat skattetrekkskonto i OBOS-banken. Innskuddet tilhører

virkelig verdi dersom verdifallet ikke forventes å være forbigående. Langsiktig gjeld

balanseføres til nominelt beløp på etableringstidspunktet. Andre varige driftsmidler

balanseføres og avskrives lineært over driftsmidlenes økonomiske levetid.

FORDRINGER

HOVEDREGEL FOR KLASSIFISERING OG VURDERING AV EIENDELER OG GJELD

Omløpsmidler og kortsiktig gjeld omfatter poster som forfaller til betaling innen ett år.

Øvrige poster er klassifisert som anleggsmidler/langsiktig gjeld. Omløpsmidler vurderes

til anskaffelseskost. Kortsiktig gjeld balanseføres til nominelt beløp på

etableringstidspunktet. Anleggsmidler vurderes til anskaffelseskost, men nedskrives til

REGNSKAPSPRINSIPPER

Årsregnskapet er satt opp i samsvar med regnskapslovens bestemmelser og god

regnskapsskikk for små foretak.

INNTEKTER

Inntektene inntektsføres etter opptjeningsprinsippet.

NOTE: 1
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Arbeidsgiveravgift -7 050

SUM PERSONALKOSTNADER -7 050

Honorar til styret gjelder for perioden 2023/2024, og er på kr 50 000.

Revisjonshonoraret er i sin helhet knyttet til revisjon og beløper seg til kr 7 875.

OBOS Prosjekt AS -66 369

Tilleggstjenester, OBOS Eiendomsforvaltning AS -12 480

Multiconsult -95 473

KIWA AS -29 925

SUM KONSULENTHONORAR -204 247

Drift/vedlikehold bygninger -83 705

Drift/vedlikehold elektro -11 621

SUM DRIFT OG VEDLIKEHOLD -95 326

Eiendomsskatt -153 251

Vann- og avløpsavgift -338 337

Feieavgift -8 160

Renovasjonsavgift -150 318

SUM KOMMUNALE AVGIFTER -650 066

Elektrisk energi -28 631

Fjernvarme -551 843

SUM ENERGI / FYRING -580 474

ENERGI/FYRING

DRIFT OG VEDLIKEHOLD

Styret mener at det gjennomførte vedlikeholdet er tilstrekkelig for å oppveie verdiforringelse av

bygningene.

NOTE: 8

KOMMUNALE AVGIFTER

NOTE: 9

STYREHONORAR

NOTE: 5

REVISJONSHONORAR

NOTE: 6

KONSULENTHONORAR

NOTE: 7

NOTE: 3

PERSONALKOSTNADER

Det har verken vært ansatte eller lønnsutbetalinger i selskapet gjennom året. Selskapet er

derav ikke pliktig til å ha tjenestepensjonsordning etter lov om obligatorisk tjenestepensjon.

Arbeidsgiveravgiften knytter seg til styrehonoraret.

NOTE: 4
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Lokalleie -3 800

Container -11 003

Skadedyrarbeid/soppkontroll -7 826

Verktøy og redskaper -5 839

Driftsmateriell -4 150

Vaktmestertjenester -133 549

Renhold ved firmaer -79 830

Snørydding -66 450

Andre fremmede tjenester -43 404

Andre kontorkostnader -55

Bank- og kortgebyr -2 432

Velferdskostnader -1 515

SUM ANDRE DRIFTSKOSTNADER -359 853

Renter av driftskonto i OBOS-banken 1 461

Renter av sparekonto i OBOS-banken 14 692

Kundeutbytte fra Gjensidige 27 421

SUM FINANSINNTEKTER 43 574

Renter og gebyr på lån i OBOS-banken -358 703

Renter på leverandørgjeld -6 377

SUM FINANSKOSTNADER -365 080

Kostpris/bokført verdi 945 554

Kostpris/bokført verdi 2009 656 250

SUM BYGNINGER 1 601 804

Avregningskonto (IN-lån) 1 281

SUM ANDRE KORTSIKTIGE FORDRINGER 1 281

Aksjekapitalen er på kr 132 000 fordelt på 528 aksjer à kr 250.

Styremedlemmer som også er leieboere eier aksjer på lik linje med øvrige beboere.

Tomten ble kjøpt i 1988.

Gnr.220/bnr.88

Bygningene er ikke avskrevet. Styret har i stedet vurdert at tilstrekkelig vedlikehold er

Aksjonærene eier 5 til 24 askjer hver. 

gjennomført, jf. noten om drift og vedlikehold.

NOTE: 14

ANDRE KORTSIKTIGE FORDRINGER

NOTE: 15

AKSJEKAPITAL

FINANSKOSTNADER

NOTE: 13

BYGNINGER

NOTE: 10

ANDRE DRIFTSKOSTNADER

NOTE: 11

FINANSINNTEKTER

NOTE: 12
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Udekket tap -3 368 574

Egenkapital fra IN tidligere år 1 337 658

Egenkapital fra IN 2024 132 741

Reduksjon EK fra IN -478 896

SUM ANNEN EGENKAPITAL -2 377 071

Egenkapital fra IN er spesifisert for å vise at opparbeidelsen av deler av egenkapitalen

skyldesat andelseiere ekstraordinært har nedbetalt på sin andel av fellesgjelden. Tallet er 

beregnet med utgangspunkt i summen av samtlige ekstraordinære nedbetalinger som er 

foretatt over årenes løp, korrigert slik at egenkapitalen fra IN reduseres i samme takt som

pantelånet. Linjen "Reduksjon EK fra IN" er beregnet ut fra at egenkapitalen fra IN skal

reduseres i samme takt som pantelånet nedbetales.

Opprinnelig 2009 -2 740 758

Nedbetalt tidligere 1 309 847

Nedbetalt i år 100 119

-1 330 792

OBOS-banken

Renter 31.12: 6,8 %, løpetid 29 år

Opprinnelig, 2014 -7 000 000

Nedbetalt tidligere, ordinære avdrag 2 741 037

Nedbetalt i år, ordinære avdrag 81 770

Nedbetalt tidligere, IN 1 042 930

Nedbetalt i år, IN 103 504

Restgjeld til banken pr.31.12.2024 -3 030 759

Lånet er et annuitetslån. 

For ytterligere informasjon om individuell nedbetaling av fellesgjeld, se note 1

Opprinnelig, 2014

Renter 31.12: 6,8 % løpetid 29 år

Opprinnelig, 2014 -1 567 881

Nedbetalt tidligere, ordinære avdrag 560 086

Nedbetalt i år, ordinære avdrag 18 102

Nedbetalt tidligere, IN 294 728

Nedbetalt i år, IN 29 237

Restgjeld til banken pr.31.12.2024 -665 728

SUM PANT- OG GJELDSBREVLÅN -5 027 279

Lånet er et annuitetslån. 

For ytterligere informasjon om individuell nedbetaling av fellesgjeld, se note 1.

NOTE: 16

ANNEN EGENKAPITAL

Konsekvensen av dette er at de balanseførte verdiene av eiendelene ikke gjenspeiler

markedsprisen. Erfaring med omsetning av enkeltleiligheter gir informasjon om at den

totale verdien av selskapets eiendommer er høyere enn den balanseførte verdien. Dermed

vurderes den faktiske egenkapitalen til å være positiv av styret i selskapet.

NOTE: 18

PANTE- OG GJELDSBREVLÅN

NOTE: 17

UDEKKET TAP (NEGATIV EGENKAPITAL)

Balansen i årsregnskapet viser negativ egenkapital. Dette skyldes at eiendelene, deriblant

bygningene, står bokført til opprinnelige priser.

OBOS-banken

Lånet er et annuitetslån med flytende rente.

Rentesatsen pr. 31.12.24 var 6,80 %. Løpetiden er 25 år.
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Leieboerinnskudd -132 000

SUM ANNEN LANGSIKTIG GJELD -132 000

Pantelån 5 027 279

Beregnede IN-forpliktelser 991 503

TOTALT 6 018 782

Bygninger 1 601 804

Tomt 920 000

TOTALT 2 521 804

PANTSTILLELSE

Av anleggets bokførte gjeld er følgende sikret ved pant:

Eiendommen som er stillet som sikkerhet hadde pr. 31.12.2024 følgende bokførte verdi:

NOTE: 19

ANNEN LANGSIKTIG GJELD

NOTE: 20
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Deltagelse på årsmøte 2025

Årsmøtet avholdes 8.05.25
Selskapsnummer: 5402    Selskapsnavn: AS ULLEVÅLSVEIEN 82

BRUK BLOKKBOKSTAVER

Leilighetsnummer: Navn på eier(e):

Signatur:

Fullmakt

Eier kan møte ved fullmektig.  En fullmakt kan trekkes tilbake når som helst.

Eier gir herved fullmakt til:

Fullmektigens navn:
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OBOS Eiendoms-  
forvaltning AS

Hammersborg torg 1  
Postboks 6668, St. Olavs plass
0129 Oslo
Telefon: 22 86 55 00 
www.obos.no
E-post: oef@obos.no

Ta vare på dette heftet, du kan få  
bruk for det senere, f.eks ved salg  
av boligen.
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	Vedtekter.pdf
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Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework

Last updated: Fri 06 Mar 2020 14:08:40 UTC 
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2025-05-08 18:24:59.63424 UTC ±18 ms

    		2025-05-08 17:31:43.888931 UTC

    		

      54.72.249.47

      

        Scrive eSign GO

      

    

    		

      

        The initiator Margrethe Christiane Køhler Eggan (MCKE) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_NO, c) set the signing due date to 2025-05-22 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2025-05-08 18:24:59.63424 UTC ±18 ms

    		2025-05-08 17:31:43.888931 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via SMS (+4740296119) to Møteleder/protokollfører: Margrethe Køhler Eggan (MMKE). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-05-08 18:24:59.63424 UTC ±18 ms

    		2025-05-08 17:31:43.888931 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (juliedre@hotmail.com) and SMS (+4747820457) to Protokollvitne: Julie Dreyer (PJD). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-05-08 18:25:05.598989 UTC ±18 ms

    		2025-05-08 17:31:43.888931 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Møteleder/protokollfører: Margrethe Køhler Eggan (MMKE) was delivered.

      


    

  



  

  

    		2025-05-08 18:25:05.61768 UTC ±18 ms

    		2025-05-08 17:31:43.888931 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Protokollvitne: Julie Dreyer (PJD) was delivered.

      


    

  



  

  

    		2025-05-08 18:25:08.596442 UTC ±18 ms

    		2025-05-08 17:31:43.888931 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Protokollvitne: Julie Dreyer (PJD) was delivered.

      


    

  



  

  

    		2025-05-08 18:25:12.189637 UTC ±18 ms

    		2025-05-08 17:31:43.888931 UTC

    		

      84.215.64.33

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Protokollvitne: Julie Dreyer (PJD) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-05-08 18:25:34.247529 UTC ±18 ms

    		2025-05-08 17:31:43.888931 UTC

    		

      89.8.130.180

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.4 Mobile/15E148 Safari/604.1
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.08 ms

		standard deviation: 1.74 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈84.765%

		|e| < 5 ms: ≈99.580%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2025-03-28 01:54:19.854713 UTC and 2025-05-08 17:31:43.888931 UTC:







  		Time collected

  		Clock offset







  

    		2025-03-28 01:54:19.854713

    		-1.8 ms

  





  

    		2025-03-28 02:54:21.913364

    		-1.3 ms

  





  

    		2025-03-28 03:54:24.287443

    		-3.0 ms

  





  

    		2025-03-28 04:54:26.226287

    		1.6 ms

  





  

    		2025-03-28 05:54:28.643772

    		1.6 ms

  





  

    		2025-03-28 06:54:31.321185

    		4.6 ms

  





  

    		2025-03-28 07:54:34.302738

    		4.0 ms

  





  

    		2025-03-28 08:54:36.452177

    		2.4 ms

  





  

    		2025-03-28 09:54:38.262377

    		0.9 ms

  





  

    		2025-03-28 10:54:40.628842

    		4.2 ms

  





  

    		2025-03-28 11:54:42.471127

    		0.2 ms

  





  

    		2025-03-28 12:54:44.179674

    		0.4 ms

  





  

    		2025-03-28 13:54:45.848824

    		-1.3 ms

  





  

    		2025-03-28 14:54:47.473847

    		0.9 ms

  





  

    		2025-03-28 15:54:49.275546

    		1.7 ms

  





  

    		2025-03-28 16:54:51.381685

    		-0.3 ms

  





  

    		2025-03-28 17:54:53.64477

    		-3.2 ms

  





  

    		2025-03-28 18:54:55.753877

    		0.6 ms

  





  

    		2025-03-28 19:54:58.089729

    		-0.5 ms

  





  

    		2025-03-28 20:55:01.196023

    		1.3 ms

  





  

    		2025-03-28 21:55:03.696741

    		1.0 ms

  





  

    		2025-03-28 22:55:06.145999

    		-1.1 ms

  





  

    		2025-03-28 23:55:08.42681

    		-2.2 ms

  





  

    		2025-03-29 00:55:10.479266

    		-2.8 ms

  





  

    		2025-03-29 01:55:12.647425

    		-0.3 ms

  





  

    		2025-03-29 02:55:14.558422

    		1.2 ms

  





  

    		2025-03-29 03:55:16.866794

    		0.7 ms

  





  

    		2025-03-29 04:55:19.073697

    		2.0 ms

  





  

    		2025-03-29 05:55:21.270192

    		1.6 ms

  





  

    		2025-03-29 06:55:22.732368

    		-1.4 ms

  





  

    		2025-03-29 07:55:25.774512

    		1.0 ms

  





  

    		2025-03-29 08:55:27.903708

    		1.0 ms

  





  

    		2025-03-29 09:55:29.604474

    		-0.8 ms

  





  

    		2025-03-29 10:55:31.183784

    		6.3 ms

  





  

    		2025-03-29 11:55:32.761473

    		-1.3 ms

  





  

    		2025-03-29 12:55:34.749197

    		1.2 ms

  





  

    		2025-03-29 13:55:36.410759

    		0.4 ms

  





  

    		2025-03-29 14:55:38.94357

    		1.1 ms

  





  

    		2025-03-29 15:55:40.556236

    		2.1 ms

  





  

    		2025-03-29 16:55:42.217406

    		1.4 ms

  





  

    		2025-03-29 17:55:44.067445

    		-0.3 ms

  





  

    		2025-03-29 18:55:47.435951

    		2.2 ms

  





  

    		2025-03-29 19:55:50.631955

    		0.7 ms

  





  

    		2025-03-29 20:55:53.016476

    		-0.3 ms

  





  

    		2025-03-29 21:55:55.716131

    		0.6 ms

  





  

    		2025-03-29 22:55:57.96594

    		-0.2 ms

  





  

    		2025-03-29 23:56:00.401641

    		1.0 ms

  





  

    		2025-03-30 00:56:02.777471

    		1.3 ms

  





  

    		2025-03-30 01:56:04.755736

    		-1.6 ms

  





  

    		2025-03-30 02:56:07.299251

    		0.9 ms

  





  

    		2025-03-30 03:56:09.481892

    		-1.4 ms

  





  

    		2025-03-30 04:56:12.076579

    		-1.6 ms

  





  

    		2025-03-30 05:56:14.739298

    		-0.8 ms

  





  

    		2025-03-30 06:56:17.345719

    		-0.3 ms

  





  

    		2025-03-30 07:56:20.053376

    		-0.4 ms

  





  

    		2025-03-30 08:56:21.517643

    		1.1 ms

  





  

    		2025-03-30 09:56:23.326904

    		0.1 ms

  





  

    		2025-03-30 10:56:25.696063

    		1.2 ms

  





  

    		2025-03-30 11:56:27.851378

    		-0.3 ms

  





  

    		2025-03-30 12:56:30.350843

    		-0.6 ms

  





  

    		2025-03-30 13:56:31.914001

    		0.0 ms

  





  

    		2025-03-30 14:56:34.374754

    		0.9 ms

  





  

    		2025-03-30 15:56:37.14453

    		2.4 ms

  





  

    		2025-03-30 16:56:39.674531

    		0.7 ms

  





  

    		2025-03-30 17:56:41.693355

    		1.8 ms

  





  

    		2025-03-30 18:56:44.101673

    		1.8 ms

  





  

    		2025-03-30 19:56:46.092362

    		0.9 ms

  





  

    		2025-03-30 20:56:48.740458

    		-0.8 ms

  





  

    		2025-03-30 21:56:51.494108

    		1.1 ms

  





  

    		2025-03-30 22:56:54.190553

    		2.6 ms

  





  

    		2025-03-30 23:56:55.941417

    		0.5 ms

  





  

    		2025-03-31 00:56:58.468165

    		2.1 ms

  





  

    		2025-03-31 01:57:01.019408

    		4.3 ms

  





  

    		2025-03-31 02:57:03.063186

    		3.5 ms

  





  

    		2025-03-31 03:57:05.421474

    		-1.5 ms

  





  

    		2025-03-31 04:57:08.34366

    		0.1 ms

  





  

    		2025-03-31 05:57:11.247214

    		-1.3 ms

  





  

    		2025-03-31 06:57:13.508209

    		1.1 ms

  





  

    		2025-03-31 07:57:15.816103

    		0.7 ms

  





  

    		2025-03-31 08:57:17.370188

    		0.0 ms

  





  

    		2025-03-31 09:57:18.988925

    		-1.0 ms

  





  

    		2025-03-31 10:57:20.930433

    		3.5 ms

  





  

    		2025-03-31 11:57:22.568005

    		-2.1 ms

  





  

    		2025-03-31 12:57:24.063142

    		-1.0 ms

  





  

    		2025-03-31 13:57:25.873172

    		0.2 ms

  





  

    		2025-03-31 14:57:27.584396

    		-0.2 ms

  





  

    		2025-03-31 15:57:29.206063

    		-2.0 ms

  





  

    		2025-03-31 16:57:30.799099

    		-0.1 ms

  





  

    		2025-03-31 17:57:33.180793

    		-1.6 ms

  





  

    		2025-03-31 18:57:35.63146

    		-0.1 ms

  





  

    		2025-03-31 19:57:37.782549

    		3.1 ms

  





  

    		2025-03-31 20:57:40.35643

    		-0.8 ms

  





  

    		2025-03-31 21:57:43.170395

    		-2.5 ms

  





  

    		2025-03-31 22:57:45.091493

    		-2.5 ms

  





  

    		2025-03-31 23:57:47.156762

    		-0.9 ms

  





  

    		2025-04-01 00:57:49.226158

    		-0.2 ms

  





  

    		2025-04-01 01:57:51.487802

    		-2.4 ms

  





  

    		2025-04-01 02:57:53.31427

    		-1.4 ms

  





  

    		2025-04-01 03:57:55.36953

    		2.9 ms

  





  

    		2025-04-01 04:57:57.724655

    		0.5 ms

  





  

    		2025-04-01 05:58:00.40129

    		0.5 ms

  





  

    		2025-04-01 06:58:02.049772

    		1.7 ms

  





  

    		2025-04-01 07:58:04.096301

    		2.7 ms

  





  

    		2025-04-01 08:58:06.156617

    		0.3 ms

  





  

    		2025-04-01 09:58:08.023587

    		3.6 ms

  





  

    		2025-04-01 10:58:09.91146

    		-0.3 ms

  





  

    		2025-04-01 11:58:11.586361

    		1.2 ms

  





  

    		2025-04-01 12:58:13.848035

    		5.4 ms

  





  

    		2025-04-01 13:58:15.999094

    		-0.2 ms

  





  

    		2025-04-01 14:58:17.748597

    		-0.7 ms

  





  

    		2025-04-01 15:58:20.013515

    		-0.9 ms

  





  

    		2025-04-01 16:58:22.124562

    		1.8 ms

  





  

    		2025-04-01 17:58:24.803528

    		0.2 ms

  





  

    		2025-04-01 18:58:27.3178

    		-1.4 ms

  





  

    		2025-04-01 19:58:29.697151

    		0.9 ms

  





  

    		2025-04-01 20:58:32.267636

    		-1.1 ms

  





  

    		2025-04-01 21:58:34.776826

    		1.5 ms

  





  

    		2025-04-01 22:58:36.419989

    		0.6 ms

  





  

    		2025-04-01 23:58:38.271876

    		1.0 ms

  





  

    		2025-04-02 00:58:40.309598

    		0.0 ms

  





  

    		2025-04-02 01:58:42.081015

    		0.7 ms

  





  

    		2025-04-02 02:58:44.160688

    		-2.1 ms

  





  

    		2025-04-02 03:58:46.074477

    		-2.2 ms

  





  

    		2025-04-02 04:58:48.124913

    		-0.9 ms

  





  

    		2025-04-02 05:58:50.513368

    		1.6 ms

  





  

    		2025-04-02 06:58:52.738905

    		0.5 ms

  





  

    		2025-04-02 07:58:55.628525

    		2.8 ms

  





  

    		2025-04-02 08:58:57.189334

    		0.3 ms

  





  

    		2025-04-02 09:58:58.863596

    		0.4 ms

  





  

    		2025-04-02 10:59:01.137823

    		2.4 ms

  





  

    		2025-04-02 11:59:02.623808

    		1.0 ms

  





  

    		2025-04-02 12:59:04.682641

    		0.7 ms

  





  

    		2025-04-02 13:59:06.192344

    		-0.7 ms

  





  

    		2025-04-02 14:59:08.078916

    		-1.0 ms

  





  

    		2025-04-02 15:59:10.20453

    		1.5 ms

  





  

    		2025-04-02 16:59:11.746414

    		-1.6 ms

  





  

    		2025-04-02 17:59:14.397075

    		-0.6 ms

  





  

    		2025-04-02 18:59:18.308671

    		0.8 ms

  





  

    		2025-04-02 19:59:20.0759

    		-0.9 ms

  





  

    		2025-04-02 20:59:22.788944

    		-1.1 ms

  





  

    		2025-04-02 21:59:24.801077

    		-0.1 ms

  





  

    		2025-04-02 22:59:27.282044

    		0.1 ms

  





  

    		2025-04-02 23:59:29.725049

    		0.5 ms

  





  

    		2025-04-03 00:59:32.017543

    		1.4 ms

  





  

    		2025-04-03 01:59:33.596168

    		3.0 ms

  





  

    		2025-04-03 02:59:35.497891

    		2.3 ms

  





  

    		2025-04-03 03:59:36.869295

    		1.4 ms

  





  

    		2025-04-03 04:59:38.575136

    		0.7 ms

  





  

    		2025-04-03 05:59:40.61822

    		-0.2 ms

  





  

    		2025-04-03 06:59:42.878336

    		2.5 ms

  





  

    		2025-04-03 07:59:46.179624

    		-0.1 ms

  





  

    		2025-04-03 08:59:47.674554

    		1.0 ms

  





  

    		2025-04-03 09:59:50.030433

    		3.5 ms

  





  

    		2025-04-03 10:59:53.358329

    		5.1 ms

  





  

    		2025-04-03 11:59:54.870378

    		0.5 ms

  





  

    		2025-04-03 12:59:56.79511

    		1.4 ms

  





  

    		2025-04-03 13:59:58.833172

    		-0.6 ms

  





  

    		2025-04-03 15:00:01.311136

    		1.1 ms

  





  

    		2025-04-03 16:00:03.946529

    		1.7 ms

  





  

    		2025-04-03 17:00:06.42779

    		1.6 ms

  





  

    		2025-04-03 18:00:07.839248

    		-1.2 ms

  





  

    		2025-04-03 19:00:09.508589

    		-3.0 ms

  





  

    		2025-04-03 20:00:11.838599

    		-3.3 ms

  





  

    		2025-04-03 21:00:14.37854

    		-1.9 ms

  





  

    		2025-04-03 22:00:16.053345

    		1.1 ms

  





  

    		2025-04-03 23:00:17.940249

    		-1.3 ms

  





  

    		2025-04-04 00:00:20.503082

    		-2.4 ms

  





  

    		2025-04-04 01:00:22.884694

    		-2.6 ms

  





  

    		2025-04-04 02:00:25.022619

    		0.3 ms

  





  

    		2025-04-04 03:00:26.59113

    		-1.1 ms

  





  

    		2025-04-04 04:00:28.807361

    		-4.1 ms

  





  

    		2025-04-04 05:00:30.493315

    		-4.8 ms

  





  

    		2025-04-04 06:00:32.629573

    		-3.2 ms

  





  

    		2025-04-04 07:00:35.07483

    		3.5 ms

  





  

    		2025-04-04 08:00:37.00459

    		-0.4 ms

  





  

    		2025-04-04 09:00:40.345642

    		1.6 ms

  





  

    		2025-04-04 10:00:42.409733

    		0.6 ms

  





  

    		2025-04-04 11:00:44.672729

    		1.0 ms

  





  

    		2025-04-04 12:00:47.307219

    		0.1 ms

  





  

    		2025-04-04 13:00:49.403289

    		-1.7 ms

  





  

    		2025-04-04 14:00:51.015092

    		7.7 ms

  





  

    		2025-04-04 15:00:54.108395

    		5.7 ms

  





  

    		2025-04-04 16:00:55.692834

    		1.9 ms

  





  

    		2025-04-04 17:00:58.449243

    		-0.7 ms

  





  

    		2025-04-04 18:01:00.870141

    		-0.3 ms

  





  

    		2025-04-04 19:01:02.894444

    		-0.7 ms

  





  

    		2025-04-04 20:01:04.643655

    		0.6 ms

  





  

    		2025-04-04 21:01:06.735324

    		-0.3 ms

  





  

    		2025-04-04 22:01:08.795951

    		-2.3 ms

  





  

    		2025-04-04 23:01:10.66277

    		-2.4 ms

  





  

    		2025-04-05 00:01:12.799991

    		-2.1 ms

  





  

    		2025-04-05 01:01:15.167707

    		-2.2 ms

  





  

    		2025-04-05 02:01:16.912727

    		1.2 ms

  





  

    		2025-04-05 03:01:19.335304

    		-1.2 ms

  





  

    		2025-04-05 04:01:21.484615

    		-3.4 ms

  





  

    		2025-04-05 05:01:23.425114

    		-0.9 ms

  





  

    		2025-04-05 06:01:25.613418

    		-0.6 ms

  





  

    		2025-04-05 07:01:27.602896

    		1.3 ms

  





  

    		2025-04-05 08:01:31.245712

    		0.9 ms

  





  

    		2025-04-05 09:01:33.338916

    		2.0 ms

  





  

    		2025-04-05 10:01:35.104826

    		0.2 ms

  





  

    		2025-04-05 11:01:37.07978

    		-1.0 ms

  





  

    		2025-04-05 12:01:39.726137

    		2.1 ms

  





  

    		2025-04-05 13:01:42.043603

    		0.0 ms

  





  

    		2025-04-05 14:01:44.299934

    		0.3 ms

  





  

    		2025-04-05 15:01:46.025277

    		3.8 ms

  





  

    		2025-04-05 16:01:48.171921

    		0.1 ms

  





  

    		2025-04-05 17:01:50.411839

    		0.7 ms

  





  

    		2025-04-05 18:01:52.141533

    		1.5 ms

  





  

    		2025-04-05 19:01:54.676719

    		0.0 ms

  





  

    		2025-04-05 20:01:57.763586

    		-3.6 ms

  





  

    		2025-04-05 21:02:00.347568

    		-5.6 ms

  





  

    		2025-04-05 22:02:02.944111

    		-2.2 ms

  





  

    		2025-04-05 23:02:05.712325

    		-2.8 ms

  





  

    		2025-04-06 00:02:07.902017

    		-0.4 ms

  





  

    		2025-04-06 01:02:09.933349

    		-4.5 ms

  





  

    		2025-04-06 02:02:11.738033

    		-3.3 ms

  





  

    		2025-04-06 03:02:13.712616

    		-6.3 ms

  





  

    		2025-04-06 04:02:15.748256

    		2.7 ms

  





  

    		2025-04-06 05:02:17.572017

    		2.0 ms

  





  

    		2025-04-06 06:02:19.380844

    		-1.2 ms

  





  

    		2025-04-06 07:02:21.940336

    		-2.6 ms

  





  

    		2025-04-06 08:02:25.468387

    		0.3 ms

  





  

    		2025-04-06 09:02:28.953595

    		-0.4 ms

  





  

    		2025-04-06 10:02:32.067715

    		8.3 ms

  





  

    		2025-04-06 11:02:34.421007

    		1.8 ms

  





  

    		2025-04-06 12:02:37.753632

    		-0.3 ms

  





  

    		2025-04-06 13:02:39.855558

    		1.1 ms

  





  

    		2025-04-06 14:02:41.661152

    		-1.2 ms

  





  

    		2025-04-06 15:02:43.263663

    		0.1 ms

  





  

    		2025-04-06 16:02:45.634663

    		-1.1 ms

  





  

    		2025-04-06 17:02:48.151628

    		-0.7 ms

  





  

    		2025-04-06 18:02:51.109878

    		0.3 ms

  





  

    		2025-04-06 19:02:54.174753

    		-0.5 ms

  





  

    		2025-04-06 20:02:56.616583

    		-2.0 ms

  





  

    		2025-04-06 21:02:58.663323

    		-3.2 ms

  





  

    		2025-04-06 22:03:00.928766

    		-0.3 ms

  





  

    		2025-04-06 23:03:02.981142

    		2.2 ms

  





  

    		2025-04-07 00:03:05.224433

    		-1.2 ms

  





  

    		2025-04-07 01:03:07.46113

    		0.1 ms

  





  

    		2025-04-07 02:03:09.672339

    		-0.1 ms

  





  

    		2025-04-07 03:03:11.770069

    		-1.0 ms

  





  

    		2025-04-07 04:03:13.610967

    		-0.7 ms

  





  

    		2025-04-07 05:03:16.639015

    		0.0 ms

  





  

    		2025-04-07 06:03:19.497754

    		3.4 ms

  





  

    		2025-04-07 07:03:21.733704

    		0.4 ms

  





  

    		2025-04-07 08:03:25.132753

    		0.8 ms

  





  

    		2025-04-07 09:03:27.522365

    		-0.2 ms

  





  

    		2025-04-07 10:03:29.58077

    		2.0 ms

  





  

    		2025-04-07 11:03:32.128775

    		1.2 ms

  





  

    		2025-04-07 12:03:34.019518

    		2.7 ms

  





  

    		2025-04-07 13:03:36.456667

    		0.9 ms

  





  

    		2025-04-07 14:03:37.972808

    		0.7 ms

  





  

    		2025-04-07 15:03:39.606587

    		0.0 ms

  





  

    		2025-04-07 16:03:41.925756

    		0.0 ms

  





  

    		2025-04-07 17:03:44.814275

    		-0.2 ms

  





  

    		2025-04-07 18:03:46.761802

    		2.4 ms

  





  

    		2025-04-07 19:03:49.264285

    		-0.5 ms

  





  

    		2025-04-07 20:03:51.411804

    		-0.6 ms

  





  

    		2025-04-07 21:03:54.251811

    		-2.5 ms

  





  

    		2025-04-07 22:03:57.649713

    		-2.4 ms

  





  

    		2025-04-07 23:04:00.666997

    		-1.4 ms

  





  

    		2025-04-08 00:04:03.170419

    		-0.5 ms

  





  

    		2025-04-08 01:04:06.015292

    		2.9 ms

  





  

    		2025-04-08 02:04:08.372704

    		0.4 ms

  





  

    		2025-04-08 03:04:10.349572

    		-1.3 ms

  





  

    		2025-04-08 04:04:13.988905

    		-3.4 ms

  





  

    		2025-04-08 05:04:16.13028

    		-4.2 ms

  





  

    		2025-04-08 06:04:18.737006

    		-1.1 ms

  





  

    		2025-04-08 07:04:21.697236

    		2.0 ms

  





  

    		2025-04-08 08:04:23.182111

    		-0.4 ms

  





  

    		2025-04-08 09:04:25.049387

    		-1.4 ms

  





  

    		2025-04-08 10:04:26.777403

    		6.5 ms

  





  

    		2025-04-08 11:04:28.943842

    		1.1 ms

  





  

    		2025-04-08 12:04:30.728481

    		-0.6 ms

  





  

    		2025-04-08 13:04:32.819887

    		1.5 ms

  





  

    		2025-04-08 14:04:34.435209

    		0.5 ms

  





  

    		2025-04-08 15:04:36.69115

    		0.7 ms

  





  

    		2025-04-08 16:04:38.958127

    		1.5 ms

  





  

    		2025-04-08 17:04:41.566813

    		-1.3 ms

  





  

    		2025-04-08 18:04:43.314409

    		3.9 ms

  





  

    		2025-04-08 19:04:45.058522

    		2.0 ms

  





  

    		2025-04-08 20:04:48.217434

    		1.6 ms

  





  

    		2025-04-08 21:04:52.318006

    		1.7 ms

  





  

    		2025-04-08 22:04:54.46896

    		3.5 ms

  





  

    		2025-04-08 23:04:56.824065

    		2.7 ms

  





  

    		2025-04-09 00:04:58.550134

    		-0.1 ms

  





  

    		2025-04-09 01:05:01.25712

    		-6.9 ms

  





  

    		2025-04-09 02:05:03.209776

    		-1.5 ms

  





  

    		2025-04-09 03:05:06.484083

    		1.3 ms

  





  

    		2025-04-09 04:05:09.708901

    		0.8 ms

  





  

    		2025-04-09 05:05:11.762156

    		0.3 ms

  





  

    		2025-04-09 06:05:13.942983

    		0.5 ms

  





  

    		2025-04-09 07:05:15.653775

    		-0.6 ms

  





  

    		2025-04-09 08:05:17.41718

    		1.3 ms

  





  

    		2025-04-09 09:05:19.887341

    		-0.7 ms

  





  

    		2025-04-09 10:05:22.349173

    		5.4 ms

  





  

    		2025-04-09 11:05:24.150306

    		-1.7 ms

  





  

    		2025-04-09 12:05:25.632707

    		3.2 ms

  





  

    		2025-04-09 13:05:27.309316

    		0.6 ms

  





  

    		2025-04-09 14:05:28.791061

    		2.2 ms

  





  

    		2025-04-09 15:05:30.957567

    		-0.1 ms

  





  

    		2025-04-09 16:05:32.483058

    		-1.5 ms

  





  

    		2025-04-09 17:05:35.579376

    		2.8 ms

  





  

    		2025-04-09 18:05:37.565499

    		-2.5 ms

  





  

    		2025-04-09 19:05:39.935535

    		0.2 ms

  





  

    		2025-04-09 20:05:42.554733

    		-3.9 ms

  





  

    		2025-04-09 21:05:45.233121

    		1.2 ms

  





  

    		2025-04-09 22:05:47.138876

    		0.4 ms

  





  

    		2025-04-09 23:05:49.090445

    		3.7 ms

  





  

    		2025-04-10 00:05:51.208653

    		2.2 ms

  





  

    		2025-04-10 01:05:53.419137

    		0.3 ms

  





  

    		2025-04-10 02:05:55.583068

    		3.6 ms

  





  

    		2025-04-10 03:05:57.607415

    		0.7 ms

  





  

    		2025-04-10 04:05:59.834342

    		4.1 ms

  





  

    		2025-04-10 05:06:01.825692

    		2.9 ms

  





  

    		2025-04-10 06:06:04.200159

    		2.9 ms

  





  

    		2025-04-10 07:06:07.065028

    		-4.8 ms

  





  

    		2025-04-10 08:06:09.934052

    		-4.9 ms

  





  

    		2025-04-10 09:06:12.463186

    		-4.1 ms

  





  

    		2025-04-10 10:06:14.108331

    		13.0 ms

  





  

    		2025-04-10 11:06:16.528376

    		3.2 ms

  





  

    		2025-04-10 12:06:18.97767

    		2.4 ms

  





  

    		2025-04-10 13:06:21.395983

    		-2.1 ms

  





  

    		2025-04-10 14:06:24.18997

    		0.6 ms

  





  

    		2025-04-10 15:06:26.333011

    		1.6 ms

  





  

    		2025-04-10 16:06:34.055644

    		1.2 ms

  





  

    		2025-04-10 17:06:36.866612

    		1.2 ms

  





  

    		2025-04-10 18:06:39.955518

    		1.4 ms

  





  

    		2025-04-10 19:06:42.271341

    		-0.5 ms

  





  

    		2025-04-10 20:06:44.049983

    		-3.3 ms

  





  

    		2025-04-10 21:06:46.14392

    		-1.3 ms

  





  

    		2025-04-10 22:06:48.554445

    		0.5 ms

  





  

    		2025-04-10 23:06:50.824131

    		-2.2 ms

  





  

    		2025-04-11 00:06:53.275002

    		0.3 ms

  





  

    		2025-04-11 01:06:55.336986

    		-0.9 ms

  





  

    		2025-04-11 02:06:57.147868

    		-1.6 ms

  





  

    		2025-04-11 03:06:59.766183

    		1.0 ms

  





  

    		2025-04-11 04:07:02.147084

    		-0.7 ms

  





  

    		2025-04-11 05:07:04.279585

    		1.3 ms

  





  

    		2025-04-11 06:07:06.392911

    		-0.5 ms

  





  

    		2025-04-11 07:07:08.190905

    		0.3 ms

  





  

    		2025-04-11 08:07:10.826467

    		2.5 ms

  





  

    		2025-04-11 09:07:12.353985

    		3.7 ms

  





  

    		2025-04-11 10:07:13.796268

    		0.9 ms

  





  

    		2025-04-11 11:07:15.647385

    		0.0 ms

  





  

    		2025-04-11 12:07:18.261319

    		-0.4 ms

  





  

    		2025-04-11 13:07:21.345236

    		-0.7 ms

  





  

    		2025-04-11 14:07:24.027677

    		-0.6 ms

  





  

    		2025-04-11 15:07:26.964998

    		-0.1 ms

  





  

    		2025-04-11 16:07:29.471589

    		-1.3 ms

  





  

    		2025-04-11 17:07:32.446034

    		2.3 ms

  





  

    		2025-04-11 18:07:34.638236

    		-1.4 ms

  





  

    		2025-04-11 19:07:37.183871

    		-2.0 ms

  





  

    		2025-04-11 20:07:39.072579

    		-2.0 ms

  





  

    		2025-04-11 21:07:41.228003

    		-4.0 ms

  





  

    		2025-04-11 22:07:43.215194

    		-0.9 ms

  





  

    		2025-04-11 23:07:45.30682

    		0.3 ms

  





  

    		2025-04-12 00:07:47.367119

    		-1.1 ms

  





  

    		2025-04-12 01:07:49.271504

    		-1.3 ms

  





  

    		2025-04-12 02:07:51.520172

    		-2.1 ms

  





  

    		2025-04-12 03:07:53.816191

    		-1.5 ms

  





  

    		2025-04-12 04:07:55.843524

    		1.2 ms

  





  

    		2025-04-12 05:07:58.134667

    		1.1 ms

  





  

    		2025-04-12 06:08:00.607916

    		1.3 ms

  





  

    		2025-04-12 07:08:03.27949

    		0.1 ms

  





  

    		2025-04-12 08:08:05.325785

    		2.4 ms

  





  

    		2025-04-12 09:08:07.760813

    		1.3 ms

  





  

    		2025-04-12 10:08:09.393463

    		1.8 ms

  





  

    		2025-04-12 11:08:11.5956

    		-0.5 ms

  





  

    		2025-04-12 12:08:13.516212

    		0.1 ms

  





  

    		2025-04-12 13:08:15.399906

    		-0.6 ms

  





  

    		2025-04-12 14:08:17.916643

    		1.5 ms

  





  

    		2025-04-12 15:08:20.848575

    		0.0 ms

  





  

    		2025-04-12 16:08:24.04212

    		3.0 ms

  





  

    		2025-04-12 17:08:26.880654

    		1.0 ms

  





  

    		2025-04-12 18:08:29.484062

    		-1.8 ms

  





  

    		2025-04-12 19:08:32.082477

    		1.1 ms

  





  

    		2025-04-12 20:08:35.196335

    		-2.4 ms

  





  

    		2025-04-12 21:08:37.795537

    		-1.5 ms

  





  

    		2025-04-12 22:08:39.994442

    		-1.6 ms

  





  

    		2025-04-12 23:08:42.787909

    		-1.3 ms

  





  

    		2025-04-13 00:08:44.824538

    		-1.8 ms

  





  

    		2025-04-13 01:08:47.025293

    		0.0 ms

  





  

    		2025-04-13 02:08:49.326518

    		1.0 ms

  





  

    		2025-04-13 03:08:51.186988

    		1.6 ms

  





  

    		2025-04-13 04:08:53.650752

    		1.1 ms

  





  

    		2025-04-13 05:08:55.868267

    		0.0 ms

  





  

    		2025-04-13 06:08:57.888809

    		-0.2 ms

  





  

    		2025-04-13 07:09:00.696312

    		0.0 ms

  





  

    		2025-04-13 08:09:03.511001

    		2.2 ms

  





  

    		2025-04-13 09:09:06.42031

    		0.3 ms

  





  

    		2025-04-13 10:09:09.04752

    		1.7 ms

  





  

    		2025-04-13 11:09:11.156411

    		0.1 ms

  





  

    		2025-04-13 12:09:13.304697

    		1.1 ms

  





  

    		2025-04-13 13:09:16.952781

    		0.0 ms

  





  

    		2025-04-13 14:09:19.725143

    		0.3 ms

  





  

    		2025-04-13 15:09:22.08911

    		1.3 ms

  





  

    		2025-04-13 16:09:24.470122

    		-1.0 ms

  





  

    		2025-04-13 17:09:27.415601

    		0.4 ms

  





  

    		2025-04-13 18:09:28.998073

    		1.2 ms

  





  

    		2025-04-13 19:09:30.904573

    		1.5 ms

  





  

    		2025-04-13 20:09:33.222373

    		-1.2 ms

  





  

    		2025-04-13 21:09:35.637058

    		-0.5 ms

  





  

    		2025-04-13 22:09:37.856529

    		1.1 ms

  





  

    		2025-04-13 23:09:40.55926

    		-1.4 ms

  





  

    		2025-04-14 00:09:42.690939

    		-1.3 ms

  





  

    		2025-04-14 01:09:44.863711

    		0.4 ms

  





  

    		2025-04-14 02:09:47.025927

    		-1.1 ms

  





  

    		2025-04-14 03:09:49.099027

    		0.7 ms

  





  

    		2025-04-14 04:09:51.665292

    		-1.6 ms

  





  

    		2025-04-14 05:09:53.704585

    		-0.8 ms

  





  

    		2025-04-14 06:09:56.636334

    		2.7 ms

  





  

    		2025-04-14 07:09:59.662597

    		0.0 ms

  





  

    		2025-04-14 08:10:02.378128

    		1.8 ms

  





  

    		2025-04-14 09:10:04.779971

    		0.9 ms

  





  

    		2025-04-14 10:10:06.502287

    		-0.6 ms

  





  

    		2025-04-14 11:10:08.208677

    		-0.8 ms

  





  

    		2025-04-14 12:10:10.645802

    		-3.3 ms

  





  

    		2025-04-14 13:10:13.169604

    		0.3 ms

  





  

    		2025-04-14 14:10:15.200275

    		-0.3 ms

  





  

    		2025-04-14 15:10:17.183689

    		1.7 ms

  





  

    		2025-04-14 16:10:19.494468

    		-0.4 ms

  





  

    		2025-04-14 17:10:21.378029

    		1.0 ms

  





  

    		2025-04-14 18:10:23.367411

    		0.5 ms

  





  

    		2025-04-14 19:10:25.766099

    		-3.0 ms

  





  

    		2025-04-14 20:10:28.909854

    		-3.7 ms

  





  

    		2025-04-14 21:10:31.623208

    		-1.6 ms

  





  

    		2025-04-14 22:10:33.81554

    		-1.1 ms

  





  

    		2025-04-14 23:10:36.301206

    		0.0 ms

  





  

    		2025-04-15 00:10:38.137962

    		-1.4 ms

  





  

    		2025-04-15 01:10:39.881208

    		-1.8 ms

  





  

    		2025-04-15 02:10:41.312909

    		0.0 ms

  





  

    		2025-04-15 03:10:43.920151

    		1.4 ms

  





  

    		2025-04-15 04:10:46.351497

    		0.3 ms

  





  

    		2025-04-15 05:10:47.992973

    		0.6 ms

  





  

    		2025-04-15 06:10:50.584513

    		2.2 ms

  





  

    		2025-04-15 07:10:53.075323

    		3.4 ms

  





  

    		2025-04-15 08:10:56.293905

    		1.9 ms

  





  

    		2025-04-15 09:10:58.38819

    		-0.2 ms

  





  

    		2025-04-15 10:11:00.554154

    		-0.1 ms

  





  

    		2025-04-15 11:11:02.111791

    		2.3 ms

  





  

    		2025-04-15 12:11:04.823371

    		-1.1 ms

  





  

    		2025-04-15 13:11:06.281646

    		-0.8 ms

  





  

    		2025-04-15 14:11:09.066421

    		-1.1 ms

  





  

    		2025-04-15 15:11:10.627987

    		-0.2 ms

  





  

    		2025-04-15 16:11:12.550943

    		1.8 ms

  





  

    		2025-04-15 17:11:15.237743

    		1.3 ms

  





  

    		2025-04-15 18:11:17.109911

    		-1.2 ms

  





  

    		2025-04-15 19:11:18.92034

    		-1.2 ms

  





  

    		2025-04-15 20:11:21.119288

    		-6.0 ms

  





  

    		2025-04-15 21:11:22.746261

    		-2.6 ms

  





  

    		2025-04-15 22:11:24.877262

    		3.9 ms

  





  

    		2025-04-15 23:11:26.344968

    		-0.6 ms

  





  

    		2025-04-16 00:11:28.003641

    		1.3 ms

  





  

    		2025-04-16 01:11:30.318555

    		-0.8 ms

  





  

    		2025-04-16 02:11:32.069788

    		-0.8 ms

  





  

    		2025-04-16 03:11:34.016269

    		-2.0 ms

  





  

    		2025-04-16 04:11:36.179277

    		-1.7 ms

  





  

    		2025-04-16 05:11:39.575274

    		-1.7 ms

  





  

    		2025-04-16 06:11:41.339015

    		-1.9 ms

  





  

    		2025-04-16 07:11:43.032169

    		2.1 ms

  





  

    		2025-04-16 08:11:46.689163

    		-0.8 ms

  





  

    		2025-04-16 09:11:48.782767

    		-1.2 ms

  





  

    		2025-04-16 10:11:51.07488

    		1.6 ms

  





  

    		2025-04-16 11:11:53.624675

    		1.8 ms

  





  

    		2025-04-16 12:11:55.258173

    		-0.3 ms

  





  

    		2025-04-16 13:11:57.060359

    		-1.6 ms

  





  

    		2025-04-16 14:11:58.951249

    		0.0 ms

  





  

    		2025-04-16 15:12:00.870131

    		1.7 ms

  





  

    		2025-04-16 16:12:02.374008

    		-0.9 ms

  





  

    		2025-04-16 17:12:03.883319

    		1.3 ms

  





  

    		2025-04-16 18:12:05.806334

    		-1.6 ms

  





  

    		2025-04-16 19:12:08.506816

    		-1.3 ms

  





  

    		2025-04-16 20:12:11.407595

    		0.4 ms

  





  

    		2025-04-16 21:12:14.054355

    		2.2 ms

  





  

    		2025-04-16 22:12:16.38522

    		-0.5 ms

  





  

    		2025-04-16 23:12:18.583927

    		3.5 ms

  





  

    		2025-04-17 00:12:20.541625

    		0.1 ms

  





  

    		2025-04-17 01:12:22.939416

    		-3.8 ms

  





  

    		2025-04-17 02:12:25.061106

    		-3.2 ms

  





  

    		2025-04-17 03:12:27.936305

    		-5.0 ms

  





  

    		2025-04-17 04:12:30.583207

    		1.0 ms

  





  

    		2025-04-17 05:12:32.699479

    		-1.4 ms

  





  

    		2025-04-17 06:12:35.451335

    		-0.8 ms

  





  

    		2025-04-17 07:12:38.308989

    		0.8 ms

  





  

    		2025-04-17 08:12:40.288663

    		-1.2 ms

  





  

    		2025-04-17 09:12:43.217846

    		0.3 ms

  





  

    		2025-04-17 10:12:45.27443

    		0.8 ms

  





  

    		2025-04-17 11:12:46.806564

    		0.4 ms

  





  

    		2025-04-17 12:12:48.858907

    		0.9 ms

  





  

    		2025-04-17 13:12:50.852461

    		-1.6 ms

  





  

    		2025-04-17 14:12:53.282486

    		-0.4 ms

  





  

    		2025-04-17 15:12:55.961894

    		0.2 ms

  





  

    		2025-04-17 16:12:59.404358

    		-0.5 ms

  





  

    		2025-04-17 17:13:01.509385

    		-11.7 ms

  





  

    		2025-04-17 18:13:05.758568

    		-1.5 ms

  





  

    		2025-04-17 19:13:08.200559

    		1.6 ms

  





  

    		2025-04-17 20:13:10.178962

    		2.1 ms

  





  

    		2025-04-17 21:13:12.846833

    		0.6 ms

  





  

    		2025-04-17 22:13:15.286192

    		-1.9 ms

  





  

    		2025-04-17 23:13:17.700387

    		-2.4 ms

  





  

    		2025-04-18 00:13:19.793473

    		-0.8 ms

  





  

    		2025-04-18 01:13:21.990511

    		0.8 ms

  





  

    		2025-04-18 02:13:24.502805

    		-1.0 ms

  





  

    		2025-04-18 03:13:27.165656

    		1.9 ms

  





  

    		2025-04-18 04:13:29.442137

    		-0.2 ms

  





  

    		2025-04-18 05:13:32.039035

    		0.1 ms

  





  

    		2025-04-18 06:13:34.315249

    		2.2 ms

  





  

    		2025-04-18 07:13:37.183192

    		1.4 ms

  





  

    		2025-04-18 08:13:39.413755

    		-0.9 ms

  





  

    		2025-04-18 09:13:42.493371

    		2.6 ms

  





  

    		2025-04-18 10:13:44.418353

    		1.7 ms

  





  

    		2025-04-18 11:13:45.992133

    		1.9 ms

  





  

    		2025-04-18 12:13:47.599237

    		0.3 ms

  





  

    		2025-04-18 13:13:51.193354

    		-0.5 ms

  





  

    		2025-04-18 14:13:54.08781

    		2.4 ms

  





  

    		2025-04-18 15:13:57.151841

    		0.6 ms

  





  

    		2025-04-18 16:13:58.596764

    		-0.5 ms

  





  

    		2025-04-18 17:14:00.263005

    		-0.5 ms

  





  

    		2025-04-18 18:14:03.170611

    		-1.4 ms

  





  

    		2025-04-18 19:14:05.781128

    		-0.8 ms

  





  

    		2025-04-18 20:14:08.043102

    		2.2 ms

  





  

    		2025-04-18 21:14:10.678881

    		0.0 ms

  





  

    		2025-04-18 22:14:12.917162

    		0.8 ms

  





  

    		2025-04-18 23:14:15.224806

    		-2.6 ms

  





  

    		2025-04-19 00:14:17.911602

    		-1.9 ms

  





  

    		2025-04-19 01:14:20.943519

    		-0.2 ms

  





  

    		2025-04-19 02:14:23.658621

    		-1.7 ms

  





  

    		2025-04-19 03:14:26.096691

    		0.4 ms

  





  

    		2025-04-19 04:14:28.486989

    		-1.0 ms

  





  

    		2025-04-19 05:14:31.013506

    		-0.4 ms

  





  

    		2025-04-19 06:14:33.139223

    		1.7 ms

  





  

    		2025-04-19 07:14:35.911306

    		0.1 ms

  





  

    		2025-04-19 08:14:37.939107

    		2.4 ms

  





  

    		2025-04-19 09:14:39.629214

    		2.1 ms

  





  

    		2025-04-19 10:14:42.431163

    		-2.1 ms

  





  

    		2025-04-19 11:14:45.426864

    		-0.7 ms

  





  

    		2025-04-19 12:14:47.804419

    		1.8 ms

  





  

    		2025-04-19 13:14:49.653429

    		-0.4 ms

  





  

    		2025-04-19 14:14:51.821538

    		1.9 ms

  





  

    		2025-04-19 15:14:53.511294

    		-2.2 ms

  





  

    		2025-04-19 16:14:55.1085

    		2.1 ms

  





  

    		2025-04-19 17:14:58.010134

    		-0.7 ms

  





  

    		2025-04-19 18:14:59.591989

    		-0.6 ms

  





  

    		2025-04-19 19:15:01.530413

    		-0.6 ms

  





  

    		2025-04-19 20:15:04.516091

    		-0.4 ms

  





  

    		2025-04-19 21:15:07.070489

    		1.0 ms

  





  

    		2025-04-19 22:15:09.539668

    		-1.4 ms

  





  

    		2025-04-19 23:15:11.938499

    		-1.9 ms

  





  

    		2025-04-20 00:15:14.163852

    		0.8 ms

  





  

    		2025-04-20 01:15:16.016201

    		0.5 ms

  





  

    		2025-04-20 02:15:18.694601

    		-0.8 ms

  





  

    		2025-04-20 03:15:20.738925

    		1.5 ms

  





  

    		2025-04-20 04:15:22.791185

    		-0.9 ms

  





  

    		2025-04-20 05:15:25.255456

    		-0.9 ms

  





  

    		2025-04-20 06:15:27.80631

    		1.8 ms

  





  

    		2025-04-20 07:15:29.568822

    		1.4 ms

  





  

    		2025-04-20 08:15:32.196404

    		0.0 ms

  





  

    		2025-04-20 09:15:34.137021

    		-0.8 ms

  





  

    		2025-04-20 10:15:36.697044

    		-0.6 ms

  





  

    		2025-04-20 11:15:39.158827

    		1.1 ms

  





  

    		2025-04-20 12:15:41.63132

    		-0.8 ms

  





  

    		2025-04-20 13:15:43.657726

    		1.2 ms

  





  

    		2025-04-20 14:15:45.721412

    		-0.9 ms

  





  

    		2025-04-20 15:15:47.36816

    		-0.7 ms

  





  

    		2025-04-20 16:15:49.650531

    		-1.2 ms

  





  

    		2025-04-20 17:15:52.95878

    		2.2 ms

  





  

    		2025-04-20 18:15:55.210535

    		1.6 ms

  





  

    		2025-04-20 19:15:57.683755

    		-0.8 ms

  





  

    		2025-04-20 20:15:59.772721

    		-1.1 ms

  





  

    		2025-04-20 21:16:01.636074

    		-1.3 ms

  





  

    		2025-04-20 22:16:04.386396

    		-1.7 ms

  





  

    		2025-04-20 23:16:07.066728

    		0.2 ms

  





  

    		2025-04-21 00:16:09.499339

    		-1.7 ms

  





  

    		2025-04-21 01:16:12.105623

    		0.6 ms

  





  

    		2025-04-21 02:16:14.850117

    		-1.7 ms

  





  

    		2025-04-21 03:16:17.355486

    		-1.4 ms

  





  

    		2025-04-21 04:16:20.121665

    		-0.5 ms

  





  

    		2025-04-21 05:16:23.095036

    		-0.7 ms

  





  

    		2025-04-21 06:16:25.595487

    		1.3 ms

  





  

    		2025-04-21 07:16:28.130844

    		-0.3 ms

  





  

    		2025-04-21 08:16:31.510069

    		0.0 ms

  





  

    		2025-04-21 09:16:35.801687

    		1.2 ms

  





  

    		2025-04-21 10:16:37.256272

    		2.5 ms

  





  

    		2025-04-21 11:16:38.983004

    		1.3 ms

  





  

    		2025-04-21 12:16:41.488066

    		0.7 ms

  





  

    		2025-04-21 13:16:43.613782

    		0.4 ms

  





  

    		2025-04-21 14:16:46.37903

    		1.5 ms

  





  

    		2025-04-21 15:16:48.732304

    		-0.2 ms

  





  

    		2025-04-21 16:16:50.494986

    		1.8 ms

  





  

    		2025-04-21 17:16:52.313754

    		-1.0 ms

  





  

    		2025-04-21 18:16:54.270943

    		-0.8 ms

  





  

    		2025-04-21 19:16:56.314771

    		1.4 ms

  





  

    		2025-04-21 20:16:58.257865

    		0.7 ms

  





  

    		2025-04-21 21:17:00.213486

    		-1.9 ms

  





  

    		2025-04-21 22:17:02.545485

    		2.3 ms

  





  

    		2025-04-21 23:17:05.537721

    		-0.6 ms

  





  

    		2025-04-22 00:17:08.004872

    		1.3 ms

  





  

    		2025-04-22 01:17:10.587184

    		0.8 ms

  





  

    		2025-04-22 02:17:13.042059

    		0.8 ms

  





  

    		2025-04-22 03:17:15.767814

    		1.9 ms

  





  

    		2025-04-22 04:17:18.492947

    		2.5 ms

  





  

    		2025-04-22 05:17:21.151314

    		1.2 ms

  





  

    		2025-04-22 06:17:23.046193

    		0.0 ms

  





  

    		2025-04-22 07:17:25.504104

    		-0.1 ms

  





  

    		2025-04-22 08:17:26.969937

    		1.8 ms

  





  

    		2025-04-22 09:17:29.12228

    		0.0 ms

  





  

    		2025-04-22 10:17:30.94269

    		4.3 ms

  





  

    		2025-04-22 11:17:33.544961

    		-2.1 ms

  





  

    		2025-04-22 12:17:35.286754

    		-0.9 ms

  





  

    		2025-04-22 13:17:36.854711

    		1.2 ms

  





  

    		2025-04-22 14:17:38.807073

    		-1.5 ms

  





  

    		2025-04-22 15:17:40.350661

    		-0.6 ms

  





  

    		2025-04-22 16:17:43.377639

    		-1.0 ms

  





  

    		2025-04-22 17:17:45.508013

    		1.2 ms

  





  

    		2025-04-22 18:17:47.605398

    		-0.1 ms

  





  

    		2025-04-22 19:17:49.337169

    		-1.5 ms

  





  

    		2025-04-22 20:17:52.693811

    		-1.3 ms

  





  

    		2025-04-22 21:17:55.22284

    		-0.6 ms

  





  

    		2025-04-22 22:17:56.967296

    		0.9 ms

  





  

    		2025-04-22 23:17:59.338508

    		-2.1 ms

  





  

    		2025-04-23 00:18:01.277865

    		-0.7 ms

  





  

    		2025-04-23 01:18:03.262188

    		-0.7 ms

  





  

    		2025-04-23 02:18:05.457813

    		-1.1 ms

  





  

    		2025-04-23 03:18:08.197536

    		-1.4 ms

  





  

    		2025-04-23 04:18:10.14116

    		-0.7 ms

  





  

    		2025-04-23 05:18:11.730069

    		1.8 ms

  





  

    		2025-04-23 06:18:15.853917

    		0.8 ms

  





  

    		2025-04-23 07:18:18.47254

    		-0.6 ms

  





  

    		2025-04-23 08:18:21.114239

    		2.3 ms

  





  

    		2025-04-23 09:18:23.705909

    		0.7 ms

  





  

    		2025-04-23 10:18:25.619466

    		1.4 ms

  





  

    		2025-04-23 11:18:27.850895

    		0.4 ms

  





  

    		2025-04-23 12:18:29.765023

    		0.2 ms

  





  

    		2025-04-23 13:18:31.636801

    		1.5 ms

  





  

    		2025-04-23 14:18:33.381025

    		1.3 ms

  





  

    		2025-04-23 15:18:35.75685

    		-0.4 ms

  





  

    		2025-04-23 16:18:37.532269

    		1.7 ms

  





  

    		2025-04-23 17:18:39.997693

    		-0.8 ms

  





  

    		2025-04-23 18:18:43.296888

    		0.2 ms

  





  

    		2025-04-23 19:18:46.067245

    		-4.5 ms

  





  

    		2025-04-23 20:18:48.861022

    		-3.0 ms

  





  

    		2025-04-23 21:18:50.99071

    		-2.2 ms

  





  

    		2025-04-23 22:18:53.452078

    		1.0 ms

  





  

    		2025-04-23 23:18:55.96054

    		4.2 ms

  





  

    		2025-04-24 00:18:58.53055

    		-0.5 ms

  





  

    		2025-04-24 01:19:00.8267

    		-2.7 ms

  





  

    		2025-04-24 02:19:02.559117

    		0.2 ms

  





  

    		2025-04-24 03:19:04.477593

    		-1.5 ms

  





  

    		2025-04-24 04:19:06.7463

    		-0.7 ms

  





  

    		2025-04-24 05:19:08.934259

    		-0.1 ms

  





  

    		2025-04-24 06:19:10.883061

    		0.2 ms

  





  

    		2025-04-24 07:19:12.872591

    		-0.5 ms

  





  

    		2025-04-24 08:19:15.064958

    		1.5 ms

  





  

    		2025-04-24 09:19:17.054098

    		-1.8 ms

  





  

    		2025-04-24 10:19:19.673128

    		-4.2 ms

  





  

    		2025-04-24 11:19:21.306489

    		-0.7 ms

  





  

    		2025-04-24 12:19:23.909996

    		-0.4 ms

  





  

    		2025-04-24 13:19:26.465052

    		-2.1 ms

  





  

    		2025-04-24 14:19:28.259198

    		-3.1 ms

  





  

    		2025-04-24 15:19:30.20677

    		-0.7 ms

  





  

    		2025-04-24 16:19:33.112759

    		1.8 ms

  





  

    		2025-04-24 17:19:36.381198

    		-94.9 ms

  





  

    		2025-04-24 18:19:40.345877

    		-5.3 ms

  





  

    		2025-04-24 19:19:42.254557

    		-2.4 ms

  





  

    		2025-04-24 20:19:44.76131

    		-3.4 ms

  





  

    		2025-04-24 21:19:46.868582

    		-4.1 ms

  





  

    		2025-04-24 22:19:49.072282

    		-4.9 ms

  





  

    		2025-04-24 23:19:51.554588

    		-2.4 ms

  





  

    		2025-04-25 00:19:54.063167

    		-2.0 ms

  





  

    		2025-04-25 01:19:55.916022

    		2.2 ms

  





  

    		2025-04-25 02:19:57.73582

    		0.4 ms

  





  

    		2025-04-25 03:20:00.149806

    		-1.3 ms

  





  

    		2025-04-25 04:20:02.000834

    		0.0 ms

  





  

    		2025-04-25 05:20:04.101227

    		0.9 ms

  





  

    		2025-04-25 06:20:06.975351

    		-0.6 ms

  





  

    		2025-04-25 07:20:10.337664

    		0.1 ms

  





  

    		2025-04-25 08:20:12.816758

    		0.2 ms

  





  

    		2025-04-25 09:20:15.121214

    		2.2 ms

  





  

    		2025-04-25 10:20:17.169337

    		6.7 ms

  





  

    		2025-04-25 11:20:19.905484

    		-0.1 ms

  





  

    		2025-04-25 12:20:21.426255

    		2.1 ms

  





  

    		2025-04-25 13:20:23.569273

    		-1.3 ms

  





  

    		2025-04-25 14:20:25.338635

    		-0.1 ms

  





  

    		2025-04-25 15:20:26.890609

    		0.7 ms

  





  

    		2025-04-25 16:20:28.943255

    		2.5 ms

  





  

    		2025-04-25 17:20:31.712208

    		-1.4 ms

  





  

    		2025-04-25 18:20:33.25674

    		-0.5 ms

  





  

    		2025-04-25 19:20:35.220198

    		-0.5 ms

  





  

    		2025-04-25 20:20:37.202996

    		0.1 ms

  





  

    		2025-04-25 21:20:38.844465

    		-2.9 ms

  





  

    		2025-04-25 22:20:40.585353

    		-1.5 ms

  





  

    		2025-04-25 23:20:42.712782

    		0.8 ms

  





  

    		2025-04-26 00:20:44.660316

    		1.1 ms

  





  

    		2025-04-26 01:20:47.060165

    		-0.5 ms

  





  

    		2025-04-26 02:20:49.073179

    		-2.1 ms

  





  

    		2025-04-26 03:20:51.272671

    		1.0 ms

  





  

    		2025-04-26 04:20:53.280299

    		-1.6 ms

  





  

    		2025-04-26 05:20:55.740326

    		-1.0 ms

  





  

    		2025-04-26 06:20:57.766704

    		-1.1 ms

  





  

    		2025-04-26 07:21:01.690661

    		-1.4 ms

  





  

    		2025-04-26 08:21:03.359997

    		2.1 ms

  





  

    		2025-04-26 09:21:05.524976

    		-0.8 ms

  





  

    		2025-04-26 10:21:07.130456

    		6.1 ms

  





  

    		2025-04-26 11:21:08.919206

    		-0.3 ms

  





  

    		2025-04-26 12:21:11.62853

    		0.7 ms

  





  

    		2025-04-26 13:21:13.933376

    		-0.7 ms

  





  

    		2025-04-26 14:21:15.426936

    		-1.7 ms

  





  

    		2025-04-26 15:21:17.206052

    		2.0 ms

  





  

    		2025-04-26 16:21:19.473483

    		-0.2 ms

  





  

    		2025-04-26 17:21:21.665398

    		-0.6 ms

  





  

    		2025-04-26 18:21:23.920062

    		-0.1 ms

  





  

    		2025-04-26 19:21:25.684449

    		2.0 ms

  





  

    		2025-04-26 20:21:28.048598

    		0.8 ms

  





  

    		2025-04-26 21:21:30.840824

    		1.9 ms

  





  

    		2025-04-26 22:21:33.354924

    		1.3 ms

  





  

    		2025-04-26 23:21:35.69964

    		2.0 ms

  





  

    		2025-04-27 00:21:38.09903

    		-0.4 ms

  





  

    		2025-04-27 01:21:40.124128

    		1.0 ms

  





  

    		2025-04-27 02:21:42.144002

    		-1.2 ms

  





  

    		2025-04-27 03:21:44.407469

    		-4.0 ms

  





  

    		2025-04-27 04:21:46.801267

    		-2.2 ms

  





  

    		2025-04-27 05:21:49.017801

    		0.3 ms

  





  

    		2025-04-27 06:21:50.927279

    		2.9 ms

  





  

    		2025-04-27 07:21:54.258167

    		4.5 ms

  





  

    		2025-04-27 08:21:56.81057

    		2.1 ms

  





  

    		2025-04-27 09:21:59.029891

    		0.7 ms

  





  

    		2025-04-27 10:22:00.460428

    		-1.0 ms

  





  

    		2025-04-27 11:22:01.985654

    		-1.0 ms

  





  

    		2025-04-27 12:22:04.629002

    		2.0 ms

  





  

    		2025-04-27 13:22:06.246207

    		1.7 ms

  





  

    		2025-04-27 14:22:09.1742

    		1.9 ms

  





  

    		2025-04-27 15:22:11.992025

    		1.1 ms

  





  

    		2025-04-27 16:22:13.509151

    		-1.9 ms

  





  

    		2025-04-27 17:22:15.850696

    		2.5 ms

  





  

    		2025-04-27 18:22:18.759272

    		1.9 ms

  





  

    		2025-04-27 19:22:20.795624

    		-0.3 ms

  





  

    		2025-04-27 20:22:23.65804

    		1.5 ms

  





  

    		2025-04-27 21:22:26.700401

    		-1.3 ms

  





  

    		2025-04-27 22:22:28.736849

    		-0.5 ms

  





  

    		2025-04-27 23:22:31.142024

    		1.6 ms

  





  

    		2025-04-28 00:22:33.347057

    		-1.5 ms

  





  

    		2025-04-28 01:22:35.418497

    		-0.6 ms

  





  

    		2025-04-28 02:22:37.908431

    		-1.2 ms

  





  

    		2025-04-28 03:22:40.020237

    		1.3 ms

  





  

    		2025-04-28 04:22:41.97198

    		-0.6 ms

  





  

    		2025-04-28 05:22:44.165214

    		1.2 ms

  





  

    		2025-04-28 06:22:47.296713

    		2.7 ms

  





  

    		2025-04-28 07:22:48.878906

    		-0.1 ms

  





  

    		2025-04-28 08:22:50.758064

    		0.5 ms

  





  

    		2025-04-28 09:22:52.325817

    		-0.1 ms

  





  

    		2025-04-28 10:22:53.965749

    		4.3 ms

  





  

    		2025-04-28 11:22:56.031006

    		0.4 ms

  





  

    		2025-04-28 12:22:59.095174

    		0.8 ms

  





  

    		2025-04-28 13:23:00.790898

    		0.2 ms

  





  

    		2025-04-28 14:23:03.48938

    		1.9 ms

  





  

    		2025-04-28 15:23:05.985599

    		0.8 ms

  





  

    		2025-04-28 16:23:07.630074

    		1.9 ms

  





  

    		2025-04-28 17:23:09.567345

    		1.4 ms

  





  

    		2025-04-28 18:23:11.662361

    		-1.7 ms

  





  

    		2025-04-28 19:23:13.596142

    		1.2 ms

  





  

    		2025-04-28 20:23:15.523134

    		-3.5 ms

  





  

    		2025-04-28 21:23:17.69803

    		-1.3 ms

  





  

    		2025-04-28 22:23:19.730109

    		-1.7 ms

  





  

    		2025-04-28 23:23:22.489422

    		0.0 ms

  





  

    		2025-04-29 00:23:24.789188

    		-2.2 ms

  





  

    		2025-04-29 01:23:26.879769

    		-1.4 ms

  





  

    		2025-04-29 02:23:29.059

    		-0.9 ms

  





  

    		2025-04-29 03:23:31.146876

    		-0.8 ms

  





  

    		2025-04-29 04:23:33.178564

    		1.2 ms

  





  

    		2025-04-29 05:23:35.708227

    		-1.0 ms

  





  

    		2025-04-29 06:23:38.476593

    		-0.9 ms

  





  

    		2025-04-29 07:23:40.026303

    		10.7 ms

  





  

    		2025-04-29 08:23:42.034006

    		-0.2 ms

  





  

    		2025-04-29 09:23:44.181822

    		-1.8 ms

  





  

    		2025-04-29 10:23:46.27446

    		3.4 ms

  





  

    		2025-04-29 11:23:48.586004

    		0.0 ms

  





  

    		2025-04-29 12:23:50.266728

    		0.7 ms

  





  

    		2025-04-29 13:23:53.504757

    		0.3 ms

  





  

    		2025-04-29 14:23:55.618755

    		-1.7 ms

  





  

    		2025-04-29 15:23:57.60404

    		-1.4 ms

  





  

    		2025-04-29 16:23:59.318733

    		-1.3 ms

  





  

    		2025-04-29 17:24:01.325546

    		0.2 ms

  





  

    		2025-04-29 18:24:03.084823

    		1.8 ms

  





  

    		2025-04-29 19:24:05.841937

    		-0.8 ms

  





  

    		2025-04-29 20:24:08.721257

    		-1.9 ms

  





  

    		2025-04-29 21:24:12.339311

    		-2.7 ms

  





  

    		2025-04-29 22:24:14.632106

    		0.4 ms

  





  

    		2025-04-29 23:24:17.476314

    		2.2 ms

  





  

    		2025-04-30 00:24:19.827303

    		-1.0 ms

  





  

    		2025-04-30 01:24:21.892582

    		0.0 ms

  





  

    		2025-04-30 02:24:24.351696

    		1.8 ms

  





  

    		2025-04-30 03:24:27.120565

    		-1.1 ms

  





  

    		2025-04-30 04:24:29.161841

    		1.5 ms

  





  

    		2025-04-30 05:24:32.102406

    		2.5 ms

  





  

    		2025-04-30 06:24:33.752651

    		-0.7 ms

  





  

    		2025-04-30 07:24:35.807761

    		0.8 ms

  





  

    		2025-04-30 08:24:37.499151

    		1.2 ms

  





  

    		2025-04-30 09:24:39.330462

    		0.1 ms

  





  

    		2025-04-30 10:24:41.375306

    		3.6 ms

  





  

    		2025-04-30 11:24:43.608115

    		1.2 ms

  





  

    		2025-04-30 12:24:45.906861

    		-0.3 ms

  





  

    		2025-04-30 13:24:47.64731

    		0.5 ms

  





  

    		2025-04-30 14:24:50.442865

    		-0.3 ms

  





  

    		2025-04-30 15:24:52.291495

    		2.6 ms

  





  

    		2025-04-30 16:24:54.846981

    		0.7 ms

  





  

    		2025-04-30 17:24:57.650385

    		-0.1 ms

  





  

    		2025-04-30 18:25:00.522816

    		-0.6 ms

  





  

    		2025-04-30 19:25:02.426749

    		-0.6 ms

  





  

    		2025-04-30 20:25:04.401421

    		-0.8 ms

  





  

    		2025-04-30 21:25:06.246885

    		-1.3 ms

  





  

    		2025-04-30 22:25:08.429653

    		1.6 ms

  





  

    		2025-04-30 23:25:10.434591

    		-0.5 ms

  





  

    		2025-05-01 00:25:12.212315

    		-1.3 ms

  





  

    		2025-05-01 01:25:14.197971

    		-1.1 ms

  





  

    		2025-05-01 02:25:16.206005

    		-1.1 ms

  





  

    		2025-05-01 03:25:18.209061

    		-1.1 ms

  





  

    		2025-05-01 04:25:20.069591

    		-0.8 ms

  





  

    		2025-05-01 05:25:22.126667

    		-0.7 ms

  





  

    		2025-05-01 06:25:24.013218

    		2.2 ms

  





  

    		2025-05-01 07:25:25.683965

    		0.4 ms

  





  

    		2025-05-01 08:25:28.373178

    		1.8 ms

  





  

    		2025-05-01 09:25:31.026208

    		1.2 ms

  





  

    		2025-05-01 10:25:32.568893

    		3.6 ms

  





  

    		2025-05-01 11:25:34.744428

    		2.2 ms

  





  

    		2025-05-01 12:25:36.236866

    		0.8 ms

  





  

    		2025-05-01 13:25:37.721635

    		-0.5 ms

  





  

    		2025-05-01 14:25:39.357551

    		-0.4 ms

  





  

    		2025-05-01 15:25:42.107711

    		0.0 ms

  





  

    		2025-05-01 16:25:43.762486

    		-0.8 ms

  





  

    		2025-05-01 17:25:46.834955

    		-0.3 ms

  





  

    		2025-05-01 18:25:48.991835

    		-1.4 ms

  





  

    		2025-05-01 19:25:50.838897

    		-1.4 ms

  





  

    		2025-05-01 20:25:53.046398

    		-0.5 ms

  





  

    		2025-05-01 21:25:55.248985

    		2.1 ms

  





  

    		2025-05-01 22:25:56.848843

    		2.6 ms

  





  

    		2025-05-01 23:25:59.24132

    		2.0 ms

  





  

    		2025-05-02 00:26:01.635486

    		-2.4 ms

  





  

    		2025-05-02 01:26:03.529938

    		-1.8 ms

  





  

    		2025-05-02 02:26:05.456227

    		-2.0 ms

  





  

    		2025-05-02 03:26:07.910482

    		0.2 ms

  





  

    		2025-05-02 04:26:09.673483

    		-2.6 ms

  





  

    		2025-05-02 05:26:11.960941

    		-1.3 ms

  





  

    		2025-05-02 06:26:15.227426

    		1.3 ms

  





  

    		2025-05-02 07:26:18.271562

    		-0.5 ms

  





  

    		2025-05-02 08:26:21.058032

    		0.0 ms

  





  

    		2025-05-02 09:26:23.44819

    		2.4 ms

  





  

    		2025-05-02 10:26:26.489037

    		1.2 ms

  





  

    		2025-05-02 11:26:28.254528

    		-1.3 ms

  





  

    		2025-05-02 12:26:29.99633

    		-0.4 ms

  





  

    		2025-05-02 13:26:32.026264

    		3.1 ms

  





  

    		2025-05-02 14:26:34.153545

    		-0.4 ms

  





  

    		2025-05-02 15:26:36.929153

    		0.4 ms

  





  

    		2025-05-02 16:26:40.013655

    		1.3 ms

  





  

    		2025-05-02 17:26:42.139155

    		2.0 ms

  





  

    		2025-05-02 18:26:44.681411

    		1.4 ms

  





  

    		2025-05-02 19:26:46.665487

    		-0.7 ms

  





  

    		2025-05-02 20:26:48.452241

    		0.3 ms

  





  

    		2025-05-02 21:26:50.552971

    		-1.5 ms

  





  

    		2025-05-02 22:26:52.339145

    		0.0 ms

  





  

    		2025-05-02 23:26:54.064509

    		0.5 ms

  





  

    		2025-05-03 00:26:55.920974

    		-6.2 ms

  





  

    		2025-05-03 01:26:58.970538

    		-0.8 ms

  





  

    		2025-05-03 02:27:01.107115

    		1.5 ms

  





  

    		2025-05-03 03:27:03.168547

    		1.4 ms

  





  

    		2025-05-03 04:27:05.171721

    		1.1 ms

  





  

    		2025-05-03 05:27:06.944076

    		-0.6 ms

  





  

    		2025-05-03 06:27:08.890088

    		-0.9 ms

  





  

    		2025-05-03 07:27:11.341835

    		1.7 ms

  





  

    		2025-05-03 08:27:13.699685

    		-0.6 ms

  





  

    		2025-05-03 09:27:15.261397

    		1.9 ms

  





  

    		2025-05-03 10:27:16.896024

    		1.3 ms

  





  

    		2025-05-03 11:27:18.456795

    		3.2 ms

  





  

    		2025-05-03 12:27:20.003047

    		1.2 ms

  





  

    		2025-05-03 13:27:21.653759

    		1.4 ms

  





  

    		2025-05-03 14:27:23.181483

    		-1.1 ms

  





  

    		2025-05-03 15:27:25.361738

    		-0.7 ms

  





  

    		2025-05-03 16:27:27.924034

    		-1.7 ms

  





  

    		2025-05-03 17:27:30.334648

    		-1.5 ms

  





  

    		2025-05-03 18:27:31.859138

    		1.2 ms

  





  

    		2025-05-03 19:27:34.179716

    		-0.3 ms

  





  

    		2025-05-03 20:27:36.677155

    		-0.3 ms

  





  

    		2025-05-03 21:27:38.985592

    		0.4 ms

  





  

    		2025-05-03 22:27:41.474847

    		-3.5 ms

  





  

    		2025-05-03 23:27:43.916667

    		-3.4 ms

  





  

    		2025-05-04 00:27:45.9133

    		-1.4 ms

  





  

    		2025-05-04 01:27:47.680681

    		-0.7 ms

  





  

    		2025-05-04 02:27:49.525207

    		-0.7 ms

  





  

    		2025-05-04 03:27:51.622471

    		2.1 ms

  





  

    		2025-05-04 04:27:53.43646

    		2.8 ms

  





  

    		2025-05-04 05:27:55.164325

    		-0.4 ms

  





  

    		2025-05-04 06:27:57.124875

    		-0.7 ms

  





  

    		2025-05-04 07:27:59.454996

    		-0.1 ms

  





  

    		2025-05-04 08:28:02.149308

    		0.4 ms

  





  

    		2025-05-04 09:28:05.512394

    		2.2 ms

  





  

    		2025-05-04 10:28:07.531356

    		-1.6 ms

  





  

    		2025-05-04 11:28:09.28575

    		1.3 ms

  





  

    		2025-05-04 12:28:10.894857

    		-0.9 ms

  





  

    		2025-05-04 13:28:12.734863

    		-1.5 ms

  





  

    		2025-05-04 14:28:14.84866

    		1.0 ms

  





  

    		2025-05-04 15:28:16.901107

    		0.3 ms

  





  

    		2025-05-04 16:28:18.451015

    		-1.2 ms

  





  

    		2025-05-04 17:28:19.874456

    		-1.3 ms

  





  

    		2025-05-04 18:28:22.593778

    		-1.7 ms

  





  

    		2025-05-04 19:28:24.244512

    		1.4 ms

  





  

    		2025-05-04 20:28:26.977277

    		2.4 ms

  





  

    		2025-05-04 21:28:29.791201

    		0.0 ms

  





  

    		2025-05-04 22:28:32.311202

    		-1.6 ms

  





  

    		2025-05-04 23:28:34.93243

    		-0.8 ms

  





  

    		2025-05-05 00:28:36.97798

    		-2.8 ms

  





  

    		2025-05-05 01:28:40.372688

    		-1.5 ms

  





  

    		2025-05-05 02:28:42.825104

    		-0.9 ms

  





  

    		2025-05-05 03:28:45.228151

    		0.7 ms

  





  

    		2025-05-05 04:28:47.142394

    		0.7 ms

  





  

    		2025-05-05 05:28:49.642589

    		0.5 ms

  





  

    		2025-05-05 06:28:52.393626

    		1.0 ms

  





  

    		2025-05-05 07:28:54.94349

    		0.8 ms

  





  

    		2025-05-05 08:28:56.90916

    		0.4 ms

  





  

    		2025-05-05 09:28:59.25214

    		-0.6 ms

  





  

    		2025-05-05 10:29:00.856483

    		2.2 ms

  





  

    		2025-05-05 11:29:02.442292

    		-0.6 ms

  





  

    		2025-05-05 12:29:04.210811

    		1.0 ms

  





  

    		2025-05-05 13:29:06.623858

    		2.2 ms

  





  

    		2025-05-05 14:29:09.350268

    		1.7 ms

  





  

    		2025-05-05 15:29:11.011818

    		2.4 ms

  





  

    		2025-05-05 16:29:12.708175

    		-0.6 ms

  





  

    		2025-05-05 17:29:14.334862

    		1.5 ms

  





  

    		2025-05-05 18:29:16.467533

    		-0.5 ms

  





  

    		2025-05-05 19:29:18.787342

    		1.5 ms

  





  

    		2025-05-05 20:29:20.487063

    		-1.1 ms

  





  

    		2025-05-05 21:29:22.577738

    		-1.5 ms

  





  

    		2025-05-05 22:29:24.913193

    		-1.1 ms

  





  

    		2025-05-05 23:29:26.724343

    		-1.3 ms

  





  

    		2025-05-06 00:29:28.559417

    		0.4 ms

  





  

    		2025-05-06 01:29:30.208528

    		1.3 ms

  





  

    		2025-05-06 02:29:31.995433

    		-2.5 ms

  





  

    		2025-05-06 03:29:34.063675

    		-0.2 ms

  





  

    		2025-05-06 04:29:35.903035

    		2.6 ms

  





  

    		2025-05-06 05:29:38.211821

    		0.3 ms

  





  

    		2025-05-06 06:29:40.618886

    		0.7 ms

  





  

    		2025-05-06 07:29:42.740308

    		2.1 ms

  





  

    		2025-05-06 08:29:44.456394

    		3.0 ms

  





  

    		2025-05-06 09:29:46.00371

    		-1.0 ms

  





  

    		2025-05-06 10:29:47.46668

    		-1.4 ms

  





  

    		2025-05-06 11:29:50.184178

    		0.1 ms

  





  

    		2025-05-06 12:29:52.821496

    		2.0 ms

  





  

    		2025-05-06 13:29:55.039929

    		2.6 ms

  





  

    		2025-05-06 14:29:56.634235

    		-0.9 ms

  





  

    		2025-05-06 15:29:58.402556

    		0.8 ms

  





  

    		2025-05-06 16:30:00.003513

    		-0.7 ms

  





  

    		2025-05-06 17:30:01.841267

    		4.4 ms

  





  

    		2025-05-06 18:30:04.618918

    		5.5 ms

  





  

    		2025-05-06 19:30:06.653374

    		3.2 ms

  





  

    		2025-05-06 20:30:12.560516

    		-0.5 ms

  





  

    		2025-05-06 21:30:14.640496

    		-2.7 ms

  





  

    		2025-05-06 22:30:16.59015

    		-5.2 ms

  





  

    		2025-05-06 23:30:18.396952

    		-1.2 ms

  





  

    		2025-05-07 00:30:20.029935

    		-5.1 ms

  





  

    		2025-05-07 01:30:21.718479

    		-6.6 ms

  





  

    		2025-05-07 02:30:23.545153

    		1.1 ms

  





  

    		2025-05-07 03:30:25.296503

    		0.4 ms

  





  

    		2025-05-07 04:30:26.74293

    		0.3 ms

  





  

    		2025-05-07 05:30:28.861676

    		-3.4 ms

  





  

    		2025-05-07 06:30:30.893605

    		-0.3 ms

  





  

    		2025-05-07 07:30:33.043069

    		1.3 ms

  





  

    		2025-05-07 08:30:34.663317

    		6.5 ms

  





  

    		2025-05-07 09:30:36.303985

    		-0.5 ms

  





  

    		2025-05-07 10:30:37.904993

    		-0.7 ms

  





  

    		2025-05-07 11:30:40.991708

    		-1.9 ms

  





  

    		2025-05-07 12:30:43.134783

    		-1.1 ms

  





  

    		2025-05-07 13:30:44.83813

    		1.1 ms

  





  

    		2025-05-07 14:30:46.643295

    		0.7 ms

  





  

    		2025-05-07 15:30:48.57361

    		1.4 ms

  





  

    		2025-05-07 16:30:50.993372

    		1.3 ms

  





  

    		2025-05-07 17:30:52.826019

    		0.1 ms

  





  

    		2025-05-07 18:30:55.890665

    		1.2 ms

  





  

    		2025-05-07 19:30:58.644891

    		-0.7 ms

  





  

    		2025-05-07 20:31:01.071179

    		1.6 ms

  





  

    		2025-05-07 21:31:02.986474

    		-1.0 ms

  





  

    		2025-05-07 22:31:04.839448

    		1.4 ms

  





  

    		2025-05-07 23:31:06.601907

    		-1.6 ms

  





  

    		2025-05-08 00:31:08.156276

    		-2.2 ms

  





  

    		2025-05-08 01:31:09.747817

    		-1.9 ms

  





  

    		2025-05-08 02:31:11.522495

    		-2.6 ms

  





  

    		2025-05-08 03:31:13.260679

    		-2.0 ms

  





  

    		2025-05-08 04:31:14.988119

    		2.3 ms

  





  

    		2025-05-08 05:31:17.054302

    		1.4 ms

  





  

    		2025-05-08 06:31:19.435828

    		0.7 ms

  





  

    		2025-05-08 07:31:21.284416

    		2.1 ms

  





  

    		2025-05-08 08:31:23.258422

    		0.5 ms

  





  

    		2025-05-08 09:31:24.983343

    		0.5 ms

  





  

    		2025-05-08 10:31:26.951215

    		2.0 ms

  





  

    		2025-05-08 11:31:29.160466

    		2.5 ms

  





  

    		2025-05-08 12:31:31.13973

    		-1.1 ms

  





  

    		2025-05-08 13:31:34.268556

    		2.3 ms

  





  

    		2025-05-08 14:31:37.266175

    		-0.7 ms

  





  

    		2025-05-08 15:31:38.926309

    		2.0 ms

  





  

    		2025-05-08 16:31:40.952714

    		-1.3 ms

  





  

    		2025-05-08 17:31:43.888931

    		-4.4 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2025-05-08 18:25:13.213 UTC

    		84.215.64.33

    		Protokollvitne: Julie Dreyer (PJD) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-05-08 18:26:07.637 UTC

    		84.215.64.33

    		Protokollvitne: Julie Dreyer (PJD) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-04-23 14:15:09 UTC.

  

  

    		2025-05-08 18:25:35.279 UTC

    		89.8.130.180

    		Møteleder/protokollfører: Margrethe Køhler Eggan (MMKE) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-05-08 18:26:42.063 UTC

    		89.8.130.180

    		Møteleder/protokollfører: Margrethe Køhler Eggan (MMKE) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-04-23 14:15:09 UTC.

  









